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Trademark

is the exclusive trademark of Come-Star Communication (Wuhan) Co., Ltd.
Microsoft and Windows are registered trademarks of Microsoft Corporation.

All related trademarks mentioned in this operating manual belong to the respective
manufacturers.

Copyright

Copyright © Come-Star Communication (Wuhan) Co., Ltd.

Statement

1. This user manual applies to the Cgate3202, Cgate3204, and Cgate3208 Modbus
gateways, including Cgate3202, Cgate3204-4D232, Cgate3204-4D485, Cgate3208-8D232,
and Cgate3208-8D485.

2. Before using this manual, please read the following disclaimer carefully. You may only
use the products described in this manual if you agree to the following disclaimer.

Disclaimer

Any information provided by our company in this manual does not constitute an
authorization for such information.

Our company strives to ensure that the information provided in this manual is accurate and
applicable; however, we do not assume any responsibility for the use of this information, nor
do we assume any joint liability. The products and user manual may contain technical or
typographical errors.

Our company reserves the right to change all or part of the content of this manual without
prior notice.



COMc-STAR

www.come-star.com

Safe Use Instructions

This product has good and reliable performance within its designed usage range, but it is important to
avoid any damage or destruction caused by human actions.

Please read this manual carefully and keep it for future reference.
Do not place the device near water sources or in damp areas.
Do not place anything on the power cable; it should be kept in a location where it cannot be touched.

To avoid fire hazards, do not knot or wrap the cables.

The power connectors and other device connections should be securely connected; please check
them regularly.

® Please keep the device clean; if necessary, wipe it with a soft cotton cloth.
® Please do not attempt to repair the device yourself, unless explicitly instructed in the manual.

If the following situations occur, please disconnect the power immediately and contact our company.

Water has entered the device.
Equipment damaged

Equipment is working abnormally or the performance displayed has completely changed

Equipment emits odors, smoke, or noise

Note: Important information regarding the use of this device

Caution: Important precautions to observe when using this device
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1.1

1.2

Product Introduction

Product overview

The Cgate3202, Cgate3204, and Cgate3208 series are dual-port rail-mounted industrial
Modbus gateways that support protocols such as serial to UDP, TCP, Modbus, HTTPD,
WebSocket, MQTT, OPC UA, IEC104, and HJ212, enabling conversion between Modbus
RTU/ASCII and Modbus TCP protocols. Additionally, the collection end supports DLT645,
IEC101, IEC103, and IEC104 collection protocols. This series offers 2 100Mbps Ethernet
ports and 2/4/8 RS232 or RS485 serial ports, adopting a standard DIN rail mounting
method to meet various network site requirements.

This series of Modbus gateways specifically includes the following models:

Standard Model (100M Ethernet PortRS232/485 RS232 | RS485 Power Range

Cgate3202 2 2 / /
Cgate3204-4D232
Cgate3204-4D485

Dual DC9~60V

Cgate3208-8D232 Dual DC12~48V

Cgate3208-8D485

NININIDN

/
/
/
/

~ | 00| - | D
0|~ |-

Product Features

e High-performance CPU processing capability, Cortex-A7 core, with a maximum operating
frequency of 800MHz

e Dual Ethernet ports can be configured as two independent network segments or as
cascading ports

e  Serial port supports baud rates from 300bps to 460800bps

e Support UDP Client/Server and UDP Multicast modes, enabling point-to-point, point-to-
multipoint, or multipoint-to-multipoint communication via the UDP protocol, fast and efficient

e Support TCP Client/Server mode, establishing session connections through the TCP
protocol. TCP Client supports up to 16 session connections, while TCP Server support
up to 32 session connections, and supports dynamic modification of serial port baud
rates and other communication parameters via RFC2217 commands

e  Support Pair Connection Master/Slave mode, allowing devices to be used in pairs, with
simple operation

e Support Modbus RTU/ASCII Master/Slave mode, enabling conversion between
Modbus TCP and Modbus RTU/ASCII protocols

e Support RealCOM_MCP/CCP/MW mode, mapping the network to local COM, for
seamless connection

e Support HTTPD Client mode, allowing GET or POST operations with an HTTPD server

e  Support WebSocket Client mode, enabling bidirectional communication with a
WebSocket server

e Support OPC UA Server mode, achieving protocol conversion between Modbus RTU,
DLT645, IEC101, IEC103, and OPC UA. Through the OPC Unified Architecture, it
provides secure, reliable, and efficient data transmission, enabling interoperability
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1.3

between devices with different protocols.

Support IEC104 Server mode, enabling Modbus RTU, Modbus TCP, DLT645, IEC101, and
IEC103.

Convert to IEC104 protocol, providing higher-level remote monitoring and management
capabilities.

Support HJ212 Client mode, enabling conversion between Modbus RTU and HJ212
protocols for environmental monitoring device access.

Support Modbus TCP mode, enabling conversion between DLT698, IEC101, IEC103,
IEC104, and Modbus TCP protocols, facilitating data interaction between various
power and meter devices and upper computer software that supports Modbus protocol.

Support multiple packetization mechanisms, converting serial data to Ethernet packets
based on data length or time to meet different network real-time requirements.

Support frame header and footer mode, allowing the serial port to filter data frames based
on the starting and ending bytes of the frame.

Support registration packets and heartbeat packets for connection verification and
connection status detection.

Support Modbus virtual IDs, mapping Modbus slave device's real ID to a virtual ID for
data communication, thus avoiding duplicate slave device IDs.

Support various data encryption algorithms such as DES, 3DES, AES, RC4, and
BlowFish to ensure data security.

Support SSL (TLS1.0/1.1/1.2) connection encryption, one-way / two-way certificate
verification, ensuring connection security.

Support HTTP/HTTPS/SSH/TELNET access control, along with IP/MAC address filtering.

Support event alarms for device reboot, login events, configuration changes, password
changes, etc., with support for email and SNMP alarm methods.

Support serial communication parameters, working modes, and statistics for sent and
received frames.

Support local log storage, network storage, and serial log output.
Support serial/device reboot, factory reset, device upgrade, and NTP client.

Product Display
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Cgate3202 Cgate3204-4D485 Cgate3208-8D485

1.4 Specifications

Software Functions

IP, TCP, UDP, DNS, ARP, SNMP Trap, SSH, ICMP, HTTP, HTTPS, DHCP Client,

Network

Protocol RFC2217, NTP, SMTP, TELNET

IP Acquisition | StaticIP/DHCP

Method

Domain Support

Name

Resolution

User Web Configuration/CONSOLE Simple Network Parameter Configuration
Configuration

Simple UDP Client / UDP Server / UDP Multicast / TCP Client / TCP Server / RealCOM / Pair
Transparent | Connection

Transmission
Mode

Modbus Modbus RTU /ASCII to Modbus TCP
Serial port Time and length can be set; maximum packaging length 1460 bytes
packaging
mechanism
Data DES/3DES/AES/RC4/BlowFish
encryption
SSL TLS1.0/TLS1.1/TLS1.2
encryption
TCP Server | Single serial port supports up to 32 TCP Client connections
connection
TCP Client Single serial port supports up to 16 connections TCP Server
Connect
Network Send:16Kbyte; Receive:16Kbyte
Buffer
Serial Port Send:16Kbyte; Receive:16Kbyte
Buffer
Heartbeat Supports TCP Keepalive mechanism, customizable heartbeat packet content
Packet
Registration | Customizable registration packet content
Packet
RFC2217 Support
Serial Port The user can choose the data forwarding rules between the current serial port and other
Forwarding serial ports.
This function is only effective in Modbus RTU Slave and Modbus ASCII Slave modes,
%ggrt;iss and is related to Modbus Slave.
; The pre-reading of the machine and the Modbus slave address mapping function are
Mapping g g
mutually exclusive.
HTTPD Client| Support
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WebSocket | Support

Client

MQTT Client | Support

OPC UA Support Modbus RTU, DLT645, IEC101, IEC103 to OPC UA protocol

Server

IEC104 Supports Modbus RTU, Modbus TCP, DLT645, IEC101, IEC103 to IEC104 protocol

Server

HJ212 Client | Supports Modbus RTU to HJ212 protocol

Modbus TCP | Supports DLT698, IEC101, IEC103, IEC104 to Modbus TCP

JSON Supports JSON functionality in HTTPD Client, WebSocket Client, and MQTT Client
modes

RealCOM Supports working modes of Moxa, Kanghai, etc.

Average <10ms

transmission

delay

Supporting Network Management Configuration Tool, Virtual Serial Port Software, MixView, MaxView

Software

Interface Cgate3202 Cgate3204- Cgate3204- Cgate3208- Cgate3208-

Specifications 4D232 4D485 8D232 8D485

2 ports 10/100Base-T(X) adaptive RJ45 port, supports full/half duplex, auto MDI/MDI-X,

100 M supports 1.5kVelectromagnetic isolation protection
Ethernet
2 ports RS232/485 | 4 ports 4 ports 8 ports 8 ports RS485
RS232 RS485 RS232
. Connection method:3.81mm pitch6PINterminal
Serial port
block Baud rate:300bps-460800bps
Data bits: 7bit, 8bit Stop
bits: 1bit, 2bit
Parity Bit: None, Odd, Even
Serial Port Isolation: 2kVAC/3kVDC Isolation Protection
CONSOLE 1 Channel CONSOLE Port, compliant with USB2.0 specification, using Micro-B USB2.0
Port socket
Button Supports one-click restart and factory reset
Indicator Light | Power indicator, running indicator, port speed and connection activity indicator, serial

port indicator

Power Parameters

Power Input DC9~60V, dual power redundancy DC12~48V, dual power
redundancy

Full load power < 1.8W < 2W <1.8W < 2.6W < 2W

consumption

(DC24)

Connection 5-position 5.08mm pitch locking terminal block

method

Power Non-polar

protection
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Mechanical parameters

Dimensions 140x35x100 (mm) (excluding DIN rail) 140x54x110 (mm) (excluding
DIN rail)

Installation 35mm Standard DIN Rail Mounting

Method

Enclosure IP40

Protection

Weight Approximately 0.45kg Approximately 0.6kg

Working Environment

Operating -40 °C ~ +85°C

Temperature

Storage -40 °C ~ +85 °C

Temperature

Relative 5%~95% (non-condensing)

Humidity

Industry Standard
IEC 61000-4-2 (ESD): Level 4 (Contact discharge + 8kV, Air discharge +
15kV)

EMC IEC 61000-4-5 (Surge): Level 4 (Power supply: Common mode * 4kV,
Differential mode + 2kV; RS485: Common mode * 4kV, Differential mode
+2kV; Network port: Common mode + 6kV, Differential mode + 2kV)
IEC 61000-4-4 (EFT): Level 4 (Power supply: £ 4kV; Communication port: £2kV)
*Cgate3202 Air discharge +8kV, ESD is Level 3; other models meet the above ESD
Level 4

1.5 Interface Introduction

1.5.1 Cgate3202 View
Top View

&) Wi+ Vi- o4 V24 V2
o) Ew
......... e [t
oleeesslo P
1 2 4

Front View and Right View
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Grounding Screw

Power Input Terminal

CONSOLE Port

Restart or Factory Reset Button (RST/INIT)
Indicator Light

RS232/485 Serial Port (COM1)

RS232/485 Serial Port (COM2)

100 Megabit Ethernet Port (ETH1-ETH2)
35mm DIN-Rail Card Slot

© © N o g bk~ wDd =

10
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1.5.2 Cgate3204 Series View
Top View

Front View and Right View

5171 g
|

] 9
E

T i o ©

Cgate3204-4D232 Cgate3204-4D485

—_

Grounding Screw

Power Input Terminal

CONSOLE Port

Restart or Factory Reset Button (RST/INIT)
Indicator Light

RS232Serial Port (COM1-COM4)

100 Megabit Ethernet Port (ETH1-ETH2)
RS485Serial Port (COM1-COM4)

35mm DIN-Rail Card Slot

© © N o g k0D
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1.5.3 Cgate3208 Series View
Top View

[E T
CONSOLE [1s RST
[« s) o
|
1 2 3 4
Front View and Right View
T [ecod |
g 000 # e .
5L I esees 5L | =2 e
i E
iy :
g Qj{} E
6 § 5 8 — E g
) e E
sitt-lor E
¢
all E I Al © o]
\
Cgate3208-8D232 Cgate3208-8D485
1. Grounding Screw
2.  Power Input Terminal
3. CONSOLE Port
4. Restart or Factory Reset Button (RST/INIT)
5. Indicator Light
6. RS232Serial Port (COM1-COMS)
7. 100 Megabit Ethernet Port (ETH1-ETH2)
8. RS485Serial Port (COM1-COMS8)
9. 35mm DIN-Rail Card Slot

12
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1.5.4

1.5.5

1.5.6

Power Interface

Uses 5-position 5.08mm pitch terminal blocks, supporting dual power redundancy input:

e Cgate3202/3204 voltage input range is DC9~60V.
e Cgate3208 voltage input range is DC12~48V.

Vit vi- L vas vo-

Ethernet Interface

Provides 2 channels of 10/100Base-T(X) adaptive fast Ethernet ports, using RJ45 connectors,
supporting full duplex/half duplex mode adaptation,

MDI/MDI-X auto-detection. RJ45 interface pin definitions are shown in the table below.

Appearance | Pin Pin Definition| Description
Number
1 TXD+ Ethernet interface transmit data positive terminal.
2 TXD- Ethernet interface transmit data negative terminal.
m 3 RXD+ Ethernet interface receive data positive terminal.
6 RXD- Ethernet interface receive data negative terminal.
4. 5. 7. 8| — Empty.

RS232/485 Serial Port (Cgate3202)

Cgate3202 provides 2 channels of RS232/485 serial ports (COM1-COM2), each serial port
supports either RS232 or RS485. It uses 2 six-position 3.81mm pitch locking terminal blocks.
The pin definitions for the first terminal (COM1) are shown in the table below,

The pin definitions for the second terminal (COM2) are similar.

Appearance Pin Pin Definition| Description
Number
1 A1+ Zirst serial port RS485 differential signal
+
2 B1- First serial port RS485 differential signal B-
3 GND1 First serial port RS485 signal ground
1234056 4 GND1 First serial port RS232 signal ground
5 X1 Serial Port 1 RS232 Transmit Signal TXD

13
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RX1

Serial Port 1 RS232 Receive Signal RXD

14
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1.5.7 RS232 Serial Port (Cgate3204-4D232)

Cgate3204-4D232 provides 4 channels of RS232 serial ports (COM1-COM4), using 2 six-
position 3.81mm pitch locking terminal blocks. Each terminal supports 2 channels of RS232
serial ports. The pin definitions for the first terminal (COM1-COM2) are shown in the table
below, and the pin definitions for the second terminal (COM3-COM4) are similar.

Appearance Pin Pin Description
Number Definition
1 TX1 Serial Port 1 RS232 Transmit Signal
TXD
2 RX1 Serial Port 1 RS232 Receive Signal
RXD
GND1 First serial port RS232 signal ground
1 23 456
4 GND2 Serial Port 2 RS232 Signal Ground
TX2 Serial Port 2 RS232 Transmit Signal
TXD
6 RX2 Serial Port 2 RS232 Receive Signal
RXD

1.5.8 RS232 Serial Port (Cgate3208-8D232)

Cgate3208-8D232 provides 8 RS232 serial ports (COM1-COMS8), using 4 six-position 3.81mm
pitch locking terminal blocks, with each terminal supporting 2 RS232 serial ports. The pin
definitions for the first terminal (COM1-COM2) are shown in the table below, and the pin
definitions for the other terminals (COM3-COMB8) are similar.

Appearance Pin Pin Description
Number Definition
1 TX1 Serial Port 1 RS232 Transmit Signal
TXD
2 RX1 Serial Port 1 RS232 Receive Signal
RXD
GD1 First serial port RS232 signal ground
1 23 456
GD2 Serial Port 2 RS232 Signal Ground
5 X2 Serial Port 2 RS232 Transmit Signal
TXD
6 RX2 Serial Port 2 RS232 Receive Signal
RXD

1.5.9 RS485 Serial Port (Cgate3204-4D485)

Cgate3204-4D485 provides 4 RS485 serial ports (COM1-COM4), using 2 six-position 3.81mm
pitch locking terminal blocks, with each terminal supporting 2 RS485 serial ports. The pin
definitions for the first terminal (COM1-COM2) are shown in the table below, and the pin
definitions for the second terminal (COM3-COM4) are similar.
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Appearance Pin Pin Description
Number Definition
1 A1+ First serial port RS485 differential signal
A+
2 B1- First serial port RS485 differential signal
B-
GND1 First serial port RS485 signal ground
123456
4 GND2 Serial Port 2 RS485 Signal Ground
A2+ Serial Port 2 RS485 Differential Signal
A+
6 B2- Serial Port 2 RS485 Differential Signal

B-

1.5.10 RS485 Serial Port (Cgate3208-8D485)

Cgate3208-8D485 provides 8 RS485 serial ports (COM1-COMS8), using 4 six-position
3.81mm pitch locking terminal blocks. Each terminal supports 2 RS485 serial ports. The pin
definitions for the first terminal (COM1-COM2) are shown in the table below, and the pin
definitions for the other terminals (COM3-COM8) are similar.

Appearance Pin Pin Description
Number Definition
1 A1+ First serial port RS485 differential signal
A+
2 B1- First serial port RS485 differential signal
B-
GND1 First serial port RS485 signal ground
123456
GND2 Serial Port 2 RS485 Signal Ground
A2+ Serial Port 2 RS485 Differential Signal
A+
6 B2- Serial Port 2 RS485 Differential Signal

B-

1.5.11 RS485 Termination Resistor

The RS485 interface is equipped with a 120-ohm termination resistor at the factory. To
change the RS485 termination resistor, please open the casing. The connection status is

shown in the table below.

Connected

Termination Resistor

Termination Resistor Not
Connected

16
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1.5.12

1.5.13

1.5.14

1.5.15

\ \

The jumper cap inserted on the "ON" side indicates that the termination resistor is
connected, while inserting it on the other side indicates that the termination resistor is not
connected.

Button

Restart: Press and release the button within 1 second. The system will reset, the RUN light
will go out, and the system will return to normal after startup.

Restore Factory Settings: Press and hold the button for more than 5 seconds. The RUN
light will blink (once every 0.2 seconds). At this point, release the button, and the
parameters will be restored to factory settings, and the system will reset.

CONSOLE Port

Provide 1 USB debugging port, using Micro-USB interface. Connect one end of the USB
adapter cable to the computer and the other end to the device. Note that the computer
needs to install the corresponding CH340 driver.

CONSOLE debugging serial port communication parameters are as follows:

e Baud rate: 115200

e Databits: 8
e Parity: none
e Stop bits: 1

e Flow control: none

Grounding Screw

After crimping one end of the grounding wire to the cold-pressed terminal, secure it with the
grounding screw at the grounding hole of the casing. The other end of the grounding wire
should be connected to the ground, and the cross-section of the grounding wire should not
be less than 2.5mm?2.

Indicator Light

Indicator Light Status Definition
Constant Light | Power supply is normal.
P1-P2
Off Power is not connected or there is a power supply
issue.

17



COMc-STAR

www.come-star.com

Flashing System is running normally.
RUN
Constant System is running abnormally.
Light/Off
Flashing The serial port is sending and receiving data.
COM
Off The serial port has no data transmission.
SPD Constant Light | 100M Working mode.
|('Nﬁt;Nork port  yellow|off 10M Working mode or port not connected.
ight
Constant Light | Ethernet port has established a valid network
connection.
L/A Flashing Data is being transmitted over the Ethernet port.
I(_Nﬁttwork port  green Off The Ethernet port has not established a valid network
ight) connection.

18
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1.6 Installation Dimensions

Unit: mm (First Angle Projection)

Cgate3202

19
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Cgate3204-4D232

Cgate3204-4D485
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Cgate3208-8D232

Cgate3208-8D485
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2 Quick Start

CGate3202, CGate3204, CGate3208 Modbus gateways have a built-in web server, which
provides a convenient way to access and configure Modbus gateways. Users can use IE,
Firefox or Google Chrome to access it.

This chapter is a quick introduction toCGate3202, CGate3204 and CGate3208 Modbus
gateway products. It is recommended that users systematically read this chapter and follow
the instructions to have a basic understanding of the product. For specific function details
and instructions, please refer to the subsequent chapters.

If you need relevant information about the product, you can download the corresponding
product manual from the official website link: http://www.Come-Star.com

2.1 Environmental preparation

—
P

Figure 2-1 Hardware connection

2.2 Loginto Web Interface

2.21 Modify IP address

When accessing the Modbus gateway via the web, the IP addresses of the Modbus
gateway and the PC must be on the same subnet. Therefore, you must change the PC’s IP
address to ensure it is on the same local area network as the Modbus gateway. Windows
users should follow these steps:

Start — Control Panel — Network and Internet Connections — Network Connections —
Local Area Connection — Properties — Internet Protocol (TCP/IP)

The default IP address for this model of Modbus gateway is: 192.168.16.253. Set the PC’s
IP address to: 192.168.16.X

(where X is any valid value between 2 and 253, excluding 253). The specific Windows
system configuration screen is shown in Figure 2-2.
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M Local Area Connection Propertes £.1 | 1nternet Protocol Version 4 (TCP{TPv4) Properties x|
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> this . need o ask network administr.
|ir inteF) PRO/1000 MT Network Connection i syt o et ek iral

: : _I Corkome. " Cbtain an [P address automaticaly
ﬂ; T e o +* Use the follaving IP address:
v, T Chert for Microsoft Networks
W Bl 50S Packes Scheduler [P acdress: 192 . 168 . 16 . 119
% Bl File and Perter Shaving for Micrassh Netverk Subnet mads: [255.255.255. 0
b s imtamet Protocol Viarsion & (TCP/PVE)
¥ & itemet Protocel Version 4 (TCP/IPy) Default gateway: 192 . 168 . 16 . 1
W - Link-Layer Topology Discovery Mepper 10 Drver
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Figure 2-2 IP setting interface in Windows environment

After changing the IP address of the PC, you can access the web page of the Modbus

gateway using the default IP address 192.168.16.253 and perform related configuration
operations.

2.2.2 Loginto Web

Open the browser and enter the default IP address of the Modbus gateway in the address bar, as
shown in Figure 2-3.

@ 192.168.16.253 =+ o (=] & |

€ > C (O O 19216816253 -~ % 0 0

Figure 2-3 Enter the IP address interface in the address bar

After pressing the Enter key, a dialog box will pop up as shown in Figure 2-4, prompting the
user to enter their username and password.
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@ 152.168.16.253 x| =
e« C O @ 19216816253 - % OO0
b B2 Sign in
http:/f192.168.16.253
Lisername
Password

Figure 2-4 Input user name and password interface
The login users of the Modbus gateway are divided into three types:

e The first type is a regular user, with both the username and initial password as "admin",
which is used for normal access to the Web.

e The second type is a guest, with both the username and password as "none". After
logging in, they can only view the current configuration of the Modbus gateway and
cannot make any changes.

e The third type is an administrator, with the username as "admin" and the password as
the last six digits of the MAC address of the Modbus gateway's eth2 network card.
When we forget the regular user's password, we can log in with the administrator
account and modify the local password.

After entering the username and password, click "OK". The server will perform authentication,
and upon successful authentication, it will enter the main page of the Web server, as shown in
Figure 2-5.
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Figure 2-5 The main interface of the WEB server

i
i

The Modbus gateway has been extensively tested with IE9.0 and above, Firefox, and mainstream
Google browsers, all of which work normally. However, it is recommended to use Google Chrome

during device upgrades. Additionally, the Modbus gateway does not support access to the web via

Safari browser.
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3  Network Management Function

‘The interface and configuration of all functions below are based on the physical product.

3.1 Main Page

The main page can be roughly divided into three areas: the upper area displays the
LOGO, the lower left area is the function menu area, the middle area is the main function

display area, and the lower right area is the help document area, as shown in Figure 3-1

Modbus Gateway

bt muplorer T3 or sbov v eco=sarded) [

Help docuament

Sarial Port Condi o : e
- e Cirpis Tpjee Caateding Hgrilh po Wi jaier Wio Waiimry sasding
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Metwork Addiess - izt Laat sn data
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) 2 snbaeh mam——
dswaes, el 1akils 1
s Ll i

Function Menu

The left side of the webpage is the function menu area, displaying all configurable software
functions of this Modbus gateway. The function menu includes device information, serial
port configuration, serial port information, network address, security management, system
information, log management, alarm management, port management, and system
management, with several sub-functions under each menu. Their functions are shown in
Table 3-1.

Berime [F Fla baish
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SaltemraNeriam

Figure 3-1 Main page

-_—

3.1.

Table 3-1 Menu Function Description Table

Menu Bar | Function Description

Device Info | Device Information | Display device information, such as: name, number,
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software version, |P address, etc.

Modbus Gateway | Configure basic information for each port, such as: serial
Configuration port number.
Serial Port | Serial Port Configure the working mode, baud rate, packet length, etc.
Confi Parameters for each serial port.
Network Parameters| Configure the local port range and heartbeat interval for
each port, etc.
Number of network | Configure the destination address and remote port for each
connections port.
Configure the encryption method, padding method, etc. for
Data encryption data transmission.
Serial Port Users can choose the data forwarding rules between the
Forwarding current serial port and other serial ports.
) Serial Port Display the serial port number as well as the total number of
IS‘?”al Port | |nformation received and sent data.
o Network Connection | Display the working mode of the serial port / local port and
Mode other information.
Configure the device's network address type, IP address, subnet
Egéwork Network Address | mask default gateway, and
ress DNS server address.
User Password Configure username and password.
Security Access Control Configure the enabling and disabling of Web, SSH, and
Manageme Telnet console functions.
nt Filtering Settings Configure network data filtering for IP and MAC addresses.
System Info| System Information | Configure device model, device name, etc.
Local Storage Log records are stored internally on the device, allowing
Log users to export logs to a PC.
Manageme | Network Storage Transfer logs to a remote UDP server.
nt Serial Port Log Output logs to a PC via the specified serial port.
Output
Sender Email Configure sender server, sender email, authorization code,
Settings and other information.
Alarm Recipient Email Configure recipient email.
Manageme | Address
nt SNMP Settings Configure SNMP related parameters.
Alarm Event Configure whether to enable the corresponding event alarm
Settings function.
Port Port Restart Configure the specified serial port to restart.
Manageme
nt
Device Restart Configure the device's restart function.
System Resf(ore Factory Restore the factory settings of the device.
Manageme Settings
nt Device upgrade Configuration upgrade file for the device.

No data device
restart

Configuration device restarts if there is no data
transmission over the network and serial port for a certain
period.

NTP Synchronize
time

Configure NTP server address and time zone, the device can
synchronize time from the network.
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Information.

3.1.2 Help Document

The functional area in the lower right corner is the help documentation. Clicking on any of
the main function pages in the lower left will display the help documentation in the
corresponding functional area on the main page, as shown in Figure 3-2.

Help document

Matters nesding
attention: Do mot refresh
the page frequently if the
deviee iz transmitling
data. Thiz will lead to
packet lost in data
transmizsicn

Bevice type: Machine
iypa of squipnant io
diztingaish betwasan
different types of
equipment, which can be
configured in syztem
infarmati on

Device mame’ A network
identification of & deviee
for diztinguishing between
different devicez in a
network managepent

device, available in
systenlnformation

Peavice ID: The batch
mmmber of equipment usad
to determime the Material
mumber mansgement of

equl pment.

System time: The cwrrent
time of the

dewi ee, synchroni red with
the time of the FC
currently sccesszing the
device,

Hardware werziom:
Haurdwars verzion of tha
device note the Hardwars
Yersion limitation in the
SoftwarsYersion,

Figure 3-2 Help Documet
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3.2

3.3

3.31

Device Info

The device information section displays specific information about the current device,
including device model, hardware version, device name, software version, device number,
IP address, MAC address, system time, and uptime. As shown in Figure 3-3.

Help decument
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Figure 3-3 Device Info

Device Type: The model of the Modbus gateway, which can be customized by the user on
the "System Information” page.

Device Name: The name of the Modbus gateway, which can be customized by the user on
the "System Information” page.

Device ID: The number of the Modbus gateway.
IP Address 2: The IP address of the Modbus gateway network card 2.
IP Address 1: The IP address of the Modbus gateway network card 1.

System Time: The current time of the Modbus gateway, synchronized with the time of the
PC accessing the Modbus gateway.

Hardware version: Modbus The current hardware version of the gateway.
Software Version: Modbus Gateway's current software version.

MAC Address 2: MAC address of Modbus Gateway Network Card 2.
MAC Address 1: MAC address of Modbus Gateway Network Card 1.

Run Time: The running time of the Modbus Gateway, from the moment the device is
powered on to the current time.

Serial Port configuration

The serial port module includes: serial port server configuration, serial port parameter
configuration, network parameter configuration, and network connection number
configuration

Modbus Gateway Configuration

The Modbus Gateway product is an industrial-grade gateway device, specifically designed
for communication between Modbus TCP devices and Modbus RTU/ASCII devices. This
series of products also integrates Modbus TCP, Modbus RTU, and Modbus ASCII protocols,
allowing users to easily achieve seamless integration of Modbus Ethernet devices with
Modbus serial devices, even in mixed networks of multiple Masters and Slaves. This device
also supports data encryption transmission, JSON format upload and download functions.
Additionally, users can configure it via WEB, and its simplified design not only enables rapid
application but also ensures flexibility for all practical industrial environment applications.
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The configurable parameters on the Modbus Gateway configuration page are shown in Figure 3-
4,
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Figure 3-4 Serial Port configuration
The configuration parameters of this interface are detailed in Table 3-2
Table 3-2 Description of Modbus gateway configuration parameters

Parameters Instructions

Modbus Gateway Configuration

Select the current serial port to configure, enable or disable it.

Serial Port No ] )
Cgate3202 supports 2 serial ports, Cgate3204 supports 4 serial ports,
and Cgate3208 supports 8 serial ports.

Configuration The parameters of the current serial port configuration can be

Synchronization synchronized to other serial ports.

Serial Port Parameters

Select the working mode of the current serial port.

* The mode of the Cgate3202 2 serial ports is RS232/485.

* The mode of the Cgate3204-4D232 4 serial ports is RS232.
* The mode of Cgate3204-4D485 4-port serial port is RS485.
* The mode of Cgate3208-8D232 8-port serial port is RS232.
* The mode of Cgate3208-8D485 8-port serial port is RS485.

Serial Port Mode

The baud rate for serial communication, measured in bps, can be set to
Baud rate one of the following values: 300, 600, 1200, 2400, 4800, 9600, 19200,
38400, 57600, 115200, 230400, and 460800. The factory default is 9600.
The baud rate for each serial port is independent; they are set separately
and do not affect one another.

Data Bits Set the number of effective data bits for serial communication, which
can be selected as: 7 or 8. The factory default setting is 8 bits.
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Stop Bit Set the stop bit length for serial communication, which can be selected
as: 1 or 2. The factory default setting is 1.
] ) Select a verification method, which includes: None, Odd parity, and
Parity Bit

Even parity. The factory default setting is None.

The verification method for each serial port is also independent of each
other, set separately, and does not affect one another.

Packing Length

When the length of data continuously received by the serial port exceeds
the value set for packet length, a network transmission will be triggered for
this data.

Forwarded to the network end. Subpackage length range 0~1460 bytes.

Packing Interval

When the intermittent time of receiving data through the serial port exceeds
this value, a network transmission will be triggered regardless of how much
data has been received.

When transmitted, this data is forwarded to the network port.
Subpackage interval range 0~65535ms.

Frame Header
Frame tail Mode

After enabling this mode, the serial port will determine the data based on
the frame start byte and end byte. The frame header and footer do not
match.

The data will be discarded.

Start Byte The range for setting the start byte of the serial port is between the
hexadecimal numbers 0x00 and Oxff.
End Byte The range for setting the end byte of the serial port is between the

hexadecimal numbers 0x00 and Oxff.

Registration Packet
Function

Select the sending method for the registration packet:

¢ Disable: Disable this function;

* LINK: The registration packet is sent only once when the network
connection is established;

* DATA: The registration packet is filled in front of the serial data
each time data is sent from the serial port to the network; this
function is only allowed when the network working mode is UDP
Client and TCP Client.

Registration Packet
Content

The content of the registration package, Hex format is up to 128 bytes,
ASCII code format is 64 bytes.

Heartbeat function

Select the method for sending heartbeat packets:

¢ Disable: Disable this feature;
* to COM: Heartbeat packet sent to the serial port;
¢ to Network: Heartbeat packet sent to the network;

This function is only available in network operating modes: UDP Client,
UDP Server, TCP Server, and TCP Client.

It is allowed to use.

Heartbeat packet The content of the heartbeat packet, Hex format is up to 128 bytes,
content ASCII code format is 64 bytes.
Heartbeat packet The time interval for sending heartbeat packets, in seconds, ranges from
interval 1 to 65535 seconds, with a default of 30 seconds.

Enabling this feature allows users to dynamically modify parameters
RFC2217 such as baud rate, data bits, stop bits, and parity bits of the serial port

Functionality

using standard RFC2217 commands over the network.
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This feature is only allowed when the network operating mode is TCP
Server or TCP Client.

Serial Port
Forwarding

Users can choose the data forwarding rules between the current serial
port and other serial ports.

* Prohibit means that the data received by the current serial port will not
be forwarded to the corresponding serial port;

* One-way forwarding means that the data received by the current
serial port will be forwarded to the corresponding serial port;

* One-way receiving means that the corresponding serial port is
allowed to forward data to the current serial port;

* Two-way forwarding means that the data received by the current
serial port and the data received by the corresponding serial port will
be mutually forwarded.

Network Parameters

Working Mode

This setting supports the following operating modes:

UDP Client, UDP Server, UDP Multicast, TCP Client, TCP Server,

Modbus RTU Master, Modbus RTU Slave, Modbus ASCIl Master,

Modbus ASCII Slave, RealCOM_MCP, RealCOM_CCP,

RealCOM_MW, Pair Connection Master, Pair Connection Slave,

HTTPD Client, WebSocket Client, MQTT Client, OPC UA Server,

IEC104 Server, HJ212 Client, Modbus TCP, and 21 other

communication methods are available for selection. The factory default

setting is UDP Client mode.

* Modbus RTU Master: When this device is in the Modbus RTU
Master mode, if the Modbus Over TCP function is not enabled, the
remote device must operate in Modbus TCP Slave mode; otherwise,
if the Modbus Over TCP function is enabled, the remote device must
operate in Modbus RTU Slave mode, which supports a maximum of
16 connections.

* Modbus RTU Slave: When this device is in the working mode of
Modbus RTU Slave, if not enabled

For the Modbus Over TCP function, the remote device must operate
in Modbus TCP Master mode; otherwise, when enabling the
Modbus Over TCP function, the remote device must operate in
Modbus RTU Master mode, which supports a maximum of 32
connections.

* Modbus ASCII Master: When this device is in the Modbus ASCII
Master mode, if not

To enable the Modbus Over TCP function, the remote device must
operate in Modbus TCP Slave mode; otherwise, to enable the
Modbus Over TCP function, the remote device must operate in
Modbus ASCIl Slave mode, which supports a maximum of 16
connections.
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* Modbus ASCII Slave: When this device is in the Modbus ASCII Slave
mode, if not enabled

With the Modbus Over TCP function, the remote device must
operate in Modbus TCP Master mode; otherwise, when enabling the
Modbus Over TCP function, the remote device must operate in
Modbus ASCII Master mode, which supports a maximum of 32
connections.

* UDP Client: When this device is in UDP Client mode, the remote
device is required to operate in UDP.

In Server mode. In this mode, you can establish UDP connections
with 16 remote devices, and you can configure the IP addresses
and port numbers of the remote devices within the page.

¢ UDP Server: When this device is in UDP Server mode, the remote
device is required to operate in UDP.

In Client mode. This mode supports a maximum of 32 UDP
connections, and connections will be aged based on the aging time
configured on the web interface.

e UDP Multicast: When this device operates in UDP Multicast mode,
remote devices must operate.

In UDP Multicast mode, this device can join up to 16 UDP multicast
groups, which can be accessed on the web.

Configure multicast IP address and port number.
* TCP Client: When this device is in TCP Client mode, the remote device

must operate in TCP Server mode. Both the IP address and port
number must be configured, which can be done in the corresponding
options for network connection.

* TCP Server: When this device is in TCP Server mode, the remote
device must operate in TCP Client mode. In this mode, it can accept up
to 32 remote TCP Client connections.

* RealCOM_MCP, RealCOM_CCP, RealCOM_MW: When the device
operates in the mode of RealCOM_MCP, RealCOM_CCP, or
RealCOM_MW, the PC needs to install the corresponding virtual
serial port software for use. The virtual serial port software maps the
device's serial port to the local serial port of the PC, enabling data
communication between the original serial port software and the
serial port device. The Modbus gateway's one serial port supports a
maximum of 32 virtual serial port accesses.

* Pair Connection Master: When this device is in Pair Connection
Master mode,

The remote device must operate in Pair Connection Slave mode,
and both its IP address and port number must be configured. This
can be done in the options corresponding to the network connection,
while the local port number can be ignored and does not need to be
configured.

* Pair Connection Slave: When this device is in Pair Connection Slave
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mode, it requires remote

The device must operate in Pair Connection Master mode. In this
mode, it can accept up to 32 remote Pair Connection Master
connections.

HTTPD Client: When this device is in HTTPD Client mode, the user
needs to specify the remote HTTP

The server's address, port, method, and other parameters. The device
will submit the data received from the serial port to the HTTP server
using either GET or POST. It can also pass the data sent from the
HTTP server through to the serial port.

WebSocket Client: When the device is in WebSocket Client mode,
the user needs to specify

The main parameters of the WebSocket server include the address,
port, and method. The time interval for Ping can also be set. This
maintains the connection between the device and the server. The
device will upload the data received from the serial port to the
WebSocket server in hexadecimal format, and it can also pass
through the data sent from the server to the serial port.

MQTT Client: When this device is in MQTT Client mode, the user
needs to select the server platform type.

The model supports optional platforms such as Alibaba Cloud,
OneNet, Huawei Cloud, Tencent Cloud, Amazon Cloud, Microsoft
Cloud, and other clouds. Then configure the MQTT address, port
number, subscription and publishing topics, device secret key, etc.
The device will send the data received from the serial port to the
cloud platform. Data sent from the cloud platform can also be
transmitted to the serial port.

OPC UA Server: When the device is in OPC UA Server mode, the
user needs to configure the local port.

Set the OPC UA response timeout based on the user-configured
table information. The serial port side selects the corresponding
acquisition protocol, collects the data from the lower-level device,
and then forwards the communication over the network using the
OPC UA protocaol.

IEC104 Server: When the device is in IEC104 Server mode, the user
needs to configure the port number and response

Timeout, T3 timeout, public address, K value, W value, and change
upload enable switch. According to the user-configured table
information and collection protocol, the collected data from the lower
machine will be forwarded for communication over the network using
the IEC104 protocol.

HJ212 Client: When the operating mode of this device is HJ212
Client, this function allows the device to act as TCP

Client, the serial port side collects data using the Modbus protocol
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and uploads the collected data to the HJ212 server using the HJ212
protocol.

* Modbus TCP: When the device operates in Modbus TCP mode, this
function allows the device to act as Modbus

TCP slave, converts serial port protocol collected data into Modbus
protocol data, and then uploads the Modbus.

TCP Master Station.

Fixed port enable

In TCP Client, Modbus RTU Master, Modbus ASCII Master, Pair
Connection

Master, HTTPD Client, WebSocket Client, MQTT Client, HJ212 Client
mode,

You can choose a local port as the set value. When the local port is
enabled, the connection initiated by this serial port uses a fixed local
port.

When this function is disabled, the connection initiated by this serial port
uses a random local port.

Local Port

The local port on the network connection side.

SSL encryption

The encryption method and authentication method for the network
connection.

* One-way authentication means that this device only verifies the
encrypted authentication certificate of the remote server;

* Two-way authentication means that both this device and the remote
server need to verify each other's certificates.

Certificate Scheme

Select the encrypted certificate scheme. The user selects the certificate
scheme uploaded on the system management page for the network
connection of this serial port.

Each serial port can use its own certificate scheme, or multiple serial
ports can use the same certificate scheme.

Certificate Type

Select the type of encryption certificate.
* Allowing expired certificates indicates that this device accepts expired
authentication certificates.

* Refusing expired certificates means that if the certificate uploaded by
the user has expired, the connection will not be successful.

* The acceptance of self-signed certificates indicates that this device
allows user-signed certificates, while the acceptance of commercial
certificates means that this machine only accepts certificates issued
by commercial organizations.

Keepalive Heartbeat
Interval

When the network operating mode is in TCP mode, TCP heartbeat packets
are sent at specified intervals to test the connection.

If the connection exists, it will automatically disconnect if it does not exist,
with a range of 1 to 6000 seconds.

Keepalive Timeout

When the network operating mode is in TCP mode, detect the current
connection and the corresponding serial port idle time. When it exceeds

The set value will disconnect the TCP connection.

Idle aging time

When the network operating mode is in UDP Server mode, it detects the
idle time of the current connection to the network. If it exceeds the set
value, it will release the IP address and port number of this connection,
allowing other connections to access. The range is (0, 10-65535) s,
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where 0 means prohibited.

Multicast TTL value

The TTL value of multicast messages can limit the distance that multicast
messages are forwarded, with a range of 1-255.

Modbus Over TCP

Modbus (RTU/ASCII) protocol passthrough enabled.

Modbus Response
Timeout

Modbus serial port reception timeout, after the Modbus gateway
forwards the request to the slave device, within this parameter time

If no response is received, it is considered a timeout response.

Modbus ID Filtering

Filtering of Modbus Slave ID Range.

Modbus Initial Delay

After the device is powered on, there is a delay before starting Modbus
message communication.

Modbus TCP When the RTU slave responds abnormally, the Modbus gateway sends
Exception an exception message to the TCP master.

Modbus Character | RTU message sending time interval (supported in both master and
Interval Delay slave modes).

Modbus Frame
Interval Delay

The time interval between the current RTU response and the next RTU
request (supported only in slave mode).

Modbus Slave
Address Mapping

(Virtual ID, Offset,
Real ID)

By enabling this function, the Modbus gateway will establish a mapping
relationship between virtual addresses and real addresses based on the
offset. The Modbus gateway will convert the slave addresses within the
received virtual address range into real slave addresses, request data
from the slaves, and then convert the real slave addresses back into
virtual addresses to return to the Modbus master.

Modbus Slave Pre-
read

After the pre-read function is enabled, the Modbus gateway will
automatically record up to 256 RTU or 128 ASCII commands, then it
will automatically execute these commands and save the results in the
Modbus gateway. When the Modbus master sends a command, a
quick response can be obtained.

Modbus Slave
Polling Time

Polling interval for the slave device.

Pre-read command

If the user enables the slave pre-read function, a recorded Modbus
command that exceeds the set time without continuing

aging time ) ) )
The command to continue reading from the slave will be deleted from the
Modbus gateway.
This function is only effective in Modbus RTU Slave and Modbus ASCII
mgggﬁ%mdm% Slave modes, and is related to Modbus

The pre-reading of the slave and the Modbus slave address mapping
function are mutually exclusive.

Data encryption

Encryption method

Methods of Data Encryption:

Crypto_DES_ECB/ CBC/ NCBC/ PCBC/ CFB/ CFB64/ OFB/ OFB64
Crypto_3DES_ECB/ CBC/ CFB/ CFB64 /OFB64

Crypto_AES_ECB/ CBC/ CFB1/ CFB8/ CFB128/ OFB128

* Crypto RC4

35




COMc-STAR

www.come-star.com

* Crypto_BlowFish_ECB/ CBC/ CFB64/ OFB64
* Crypto_None

. Encryption padding methods and keys, PKCS5 padding, PKCS7
Filling Method padding, Zero padding, ANSIX923 padding

Filling, 1ISO10126, filled, unfilled.

Number of network connections

Destination Address | IP address of the network connection peer

Destination Port Port number of the network connection peer

Modbus_RTU/ASCII_Master mode network connection count

Destination Address | IP address of the network connection peer.

Destination Port Port number of the network connection peer.

Modbus ID range Data of the Modbus slave ID within this range will be forwarded to the
corresponding destination network address.

JSON configuration

Supports both GB2312 and UTF-8 encoding formats. If you need to
Encoding format switch encoding formats, you must first clear the previous format.
Clearing the format will also remove the previous JSON configuration.
Make sure to determine the encoding format before configuring JSON.

JSON Method Selection of JSON data upload or download mode.

JSON Polling The interval time for sending JSON commands to the slave station.

Interval

JSON Timeout If no response is received within this parameter time after the gateway
forwards the request to the slave device, it is considered a timeout
response.

Timeout Handling After a timeout, fill in the corresponding value to form JSON format data.

Timeout clear 00/ Timeout clear FF/ No change on timeout.

Time Prefix Add date and time information to the reported JSON data frontend.

Collection Protocol Two collection protocols, Modbus and DLT645, are available for
selection.

JSON upload command parameters

When the collection end is Modbus:

Device Address The address of the slave device to be read.
Function Code Currently, JSON upload only supports function codes 01, 02, 03, and
04.
Register Address The register address corresponding to the slave that needs to be read.
Number of Registers | Number of registers to be read.
Byte Order Sort the data of a single Modbus register by byte order.
When the number of registers is 2, provide 4 conversion modes:
Data Conversion Decimal (Big Endian), Decimal (Little Endian),
IEEE754 (Normal Order), IEEE754 (Reverse Order).
Data Type Supports unsigned integers, signed integers, floating-point numbers, and

boolean types. Upload JSON data according to the settings.

When the acquisition end is DLT645:

_ When the protocol version is 1997 version, the range is 9~C.
DI1 High

When the protocol version is 2007 version, the range is 0~255.
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When the protocol version is 1997 version, the range is 0~E.

DI1 Low
When the protocol version is 2007 version, the range is 0~255.
DIO Hidh When the protocol version is 1997version, the range is 1~6.
i
g When the protocol version is 2007 version, the range is 0~255.
When the protocol version is 1997 version, the range is 0~E.
DIO Low

When the protocol version is 2007 version, the range is 0~255.

Select the corresponding data format based on the function type.
XXXXXX. XX

XX XXXX
MMDDHHmMm(97)
DLT Data Type XX.XX
X XXX
XXX.X
XXX XX
X
XXXXX
X
XX XXXXYYMMDDHHMM(07)
JSON Name The name of the corresponding data when uploaded in JSON format.
Unit The unit corresponding to the value read from the register, which can be
set to empty, meaning no unit.
. The read value is multiplied by this scaling value for data scaling
Scaling processing. For example: if the value is enlarged by 100 times, the scaling
value should be filled in as
100. If the value is reduced by 100 times, the scaling value should be
filled in as 0.01.
Offset Offset the read value. (The offset value is calculated after scaling).
Key Value For the data part, it can be configured as unquoted or quoted,

depending on the actual situation.

JSON Command Par.

ameters

Keyword

The keyword that matches the issued command.

Device Address

The address of the device that needs to be operated on.

Function Code

The function code to be issued, currently only supports 05 and 06. If
multiple registers or coil values need to be written, multiple issuing
commands must be configured.

Multiple issuing commands.

Register Address

The address of the register that needs to be operated on.

3.3.2 Modbus Function
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Next, the master is simulated by software such as Modbus Poll, and the slave is
simulated by software such as Modbus Slave.
3.3.21 Master Mode (Modbus Master)

Taking Modbus RTU Master as an example (Modbus ASCII Master is the same)

In RTU Master mode, the RTU master device accesses the TCP slave device through the
Modbus gateway.

*  The RTU master device sends a request to the Modbus gateway;
+  The Modbus gateway forwards the request to the TCP slave device;
*  The TCP slave device returns a response;

*  The Modbus gateway returns the response.

£ oy
RTU QFZML’L} Madbos % TCP

Master Gateway Slave

e e

@ Respond N o @ Respond

Figure 3-5 Modbus Master mode

Configure the Modbus gateway's "serial port parameters" to 9600-8-N-1, operating mode to
Modbus RTU Master, and set the network address in "number of network connections" to
the slave's IP and port.

RTU master configuration parameters are | Modbus gateway parameter configuration
as follows

¢ Serial port number: COM1

* Baud rate: 9600 * Destination address: 192.168.30.100

¢ Data bits: 8 ¢ Destination port: 31501

¢ Stop bits: 1 * Modbus IDRange:1-1

* Parity bit: None

The physical connection is described as follows:

® Serial port: Connect to the master

® Network port: Connect to the slave
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Figure 3-6 Modbus Web Parameter Configuration

Modbus Poll Software Configuration:

® Open the Modbus Poll software, go to “Connection”—“Connect’, the connection
parameter configuration and reading parameter configuration are as follows:
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Figure 3-7 Modbus host serial port parameter configuration and read parameter
configuration

Reading parameter configuration: Slave ID is 1, function code is 03, the starting address

of the registers to be read is 0, the number of registers to be read is 10, and the interval

for cyclic reading is 1000ms.
Modbus Slave Software Configuration:

Open the Modbus Slave software, go to "Connection" — "Connect", and configure the

connection parameters and slave device properties as follows:

T B 1
21 Modbus Slave - [Mbslavel] Slave Definition ﬁ
D*dES T | 2/ %W | - I |
EETEEEE— = Function: |03 Holkding Register (4x} - Cancal |
S |
ﬁ L Addrass mode
Gt Soc O
Modbus TCP /P - S
Cancel | |.-.udrm: o hl: address = 40001
Serial Settings
= 10
WCH PCl Brpesss SERIAL (COM3 |Quanl:tr. !
5500 Baud e Viw
RTU @ ASCH o
E Daoin bis = @ 10 20 50 108 Fit to Quantt\r
" DsR [T ATS Toag

Pk By i i ek [ Hide Name Columns 1| PLC Addresses (Base 1]

- : [ Address in Ced

TCRAP Server [Errar Simulbation

IF Addreas Pod [] Skep responss [= tnsert CRE/LRC ermor

152,158,30,700 * | ns01 - (Mot when using TCR/T)

R
| | Ares Ackcirmes & IPyd | [me] Response Dely = porm #xcaption 06, Busy
F " | ignore Unit 1D PG
e =

Figure 3-8 Modbus slave connection parameter configuration and slave device property
configuration
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e Slave Device Definition Configuration: Slave ID is 1, Function Code is 03, Register
Starting Address is 0, Total Number of Registers is 10.

View test results:
_‘fﬂ_,—_“ e —]#ﬁ]. . =
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Figure 3-9 Modbus Slave Register Values Responding Normally to the
Master

Communication is normal, and the master can read the register data from the slave through
the Modbus gateway device.
3.3.2.2 Slave mode (Modbus Slave)

Taking Modbus_RTU_Slave as an example (Modbus ASCII Slave is the same)

In Modbus RTU Slave mode, TCP master devices access RTU slave devices through the
Modbus gateway.

e TCP master device sends a request to the Modbus gateway;
e Modbus gateway forwards the request to the RTU slave device;
e RTUSIave device returns response;

e ModbusGateway sends back response.
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s R
S o~ B

Master Gateway

= — =

® Respond . 5/ @ Respond

Figure 3-10 Modbus Slave mode
Configure Modbus Gateway's "serial port parameters" to 9600-8-N-1, "network parameters"
working mode to Modbus RTU Slave, local port to 31001.

Slave

RTU master configuration parameters are | Modbus gateway parameter configuration
as follows

* Serial port number: COM1
* Baud rate: 9600

¢ Data bits: 8

¢ Stop bits: 1

* Parity bit: None

* |Paddress:192.168.30.250
* Port number:31001

The physical connection is described as follows:

e  Serial port: Connect to the master

e Network port: Connect to the slave
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Figure 3-11 Modbus WEB parameter configuration

e  Open the Modbus Poll software, go to “Connection”—“Connect’, the connection parameter
configuration and reading parameter configuration are as follows:
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Figure 3-12 Modbus Host network connection parameter configuration and device property definition
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e Reading parameter configuration: the slave ID is 1, the function code is 03, the starting
address of the register to be read is 0, the number of registers to be read is 10, and the
cycle reading interval is 1000ms.

Modbus Slave Software Configuration:

e  Open the Modbus Slave software, go to "Connection" — "Connect...", and configure the
connection parameters as follows:

Z3 Madbus Slave - [Mbslavel] (= (@ @ | | Sleve Defirtion =
Eﬂ Fle  Edit onnecteon  Setup DEpley  View  Window Heldp —dE i
== = | QK
NSRS W I | Lok |
e T = T Function: | (13 Holding Register (4x) d Canvcel
Addrass mode
Conrection | Ok ] & Dac Hax
| Sl Frort - ;
| Cance pctiress: 0 PLC adcress = 40001
Senal
[WCH POl Bprese SERILCOMS = | loorm: 1o |
[somema ~ vew
(R Tre— i rics
Lofolli ot | @0 Op O 100 2 Ft o Quantity
[ = |ESA TICTS [TIRTS Togge
| A Ao : Hide Name Colurmns PLE Addrassas (Base 1)
e e NS et ey Acdress in Cal
TCPAP Server Errar Sarudation
Shop responsa Insart CRCFLRC esror
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3-13 Modbus slave serial port parameter configuration and slave property definition

e Slave Device Definition Configuration: Slave ID is 1, Function Code is 03, Register
Starting Address is 0, Total Number of Registers is 10.

Test Results:
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Figure 3-14 Modbus Slave Register Values Responding Normally to the Master
3.3.2.3 Slave Address Mapping

The Modbus protocol stipulates that all slave devices must have a unique ID number (1~247).
This ID number is used to identify the slave address in response to requests from the master
device. The Modbus device ID number is set by the manufacturer.

e Slave ID Mapping: Each slave device has 2 ID addresses, namely a virtual ID address
and a real ID address. The real ID exists in the slave device, and other devices access the
slave device directly through the real ID. The virtual ID exists in the gateway and is the
unique access address for the slave device in the gateway, allowing other devices to
indirectly access the slave device through the virtual ID.
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3.3.24

3.3.2.5

Network parameter

Working Mods Modbus RTU Slave v
Local port 31002 {1-63333)
Modbus Over TCP

Modbus TCP Exception

Modbus Response Timeout 350 (100-9995)ms

Modbas Initial Delay Time 0 {0-30000ms

Modbus Character [nterval Delay 0 (0,10-500)ms

Modbus Frame Interval Delay 0 {0,10-500}ms

Modbus 1D Filter 1 -~ 24T [1~247)

| Modns S iy @
Virtual Addr Oifset Real Addr
1 - 7 li1-247 0 {-246~246} 1 - 247 K1~247)

Figure 3-15 Slave Address Mapping Function Settings
Modbus Slave Prior Read

After the slave pre-read function is enabled, the gateway will automatically record up to 256
RTU or 128 ASCII commands, then automatically execute these commands and save the
results in the Modbus gateway. When the Modbus master sends a command, a quick
response can be obtained.

| Modbu e

Modbus MULERER o

odbus 52107 200 (D-555315)ms

Modbus WESERHEGaE 60 (10-55535)s
: EE Lo ]

Figure 3-16 Modbus slave read-ahead function setting

e Modbus slave polling interval: If the user enables the slave pre-read feature, setting this
polling interval allows them to control the time interval at which the Modbus gateway polls
the slave.

e Pre-read command expiration time: If the user enables the slave pre-read feature, any
recorded Modbus command that has not been read from the slave within the set time will
be deleted from the Modbus gateway.

Modbus Feature Function
This device also has the following feature functions:

e Modbus response timeout: The timeout for receiving Modbus serial port responses. If
the gateway does not receive a response within this parameter time after forwarding
the request to the slave device, it is considered a timeout response.

e Modbus initial delay time: After powering on the device, there is a delay before starting
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Modbus message communication.

e ModbusTCP exception: When the RTU slave responds abnormally, the Modbus gateway
sends an exception message to the TCP master.

e Modbus character interval delay: The time interval for sending RTU messages
(supported in both master and slave modes).

e Modbus frame interval delay: The time interval between the current RTU response
and the next RTU request (supported only in slave mode).

Configuration in slave mode is as follows:

Warking Made Modbus RTU Skave ¥
Local port 31002 I1-85535)
Modbus Owver TCP

Wodbus TOP Exception

Modbus Response Timeout 350 L00-99%9 ) rms
Maodbus Initial Delay Time i) (0-300000ms
Modbus Character Interval Delay |0 (0.10- 5000 e
btodbus Frame Interval Delay 0 0, 10- 500 rers
Madbus 1D Filter 1 ~ 247 j1~247)
Wedbus Slave Address Map L.
Wirtual Addr Ciffsat Real dddr
1 ~ 247 {1~24T) 0 (=246~ 246) i |~ 24T i1-247)

Figure 3-17 Modbus features in station mode
The configuration in master station mode is as follows:

Tietest [Modbus RTU Master v]
Modbus Over TCP O
Modbus IBRTEST [0 J100-9999)ms
Modbus TE3ERT [ Jo-30000ms
Modbus FIEIREER L Joio-500ms
Modbus MilisiERet o
=Rk REE BEiit
1 247 -2 0 (-246~246) 1 47 -2

3.3.3 RealCOM Function Use

In RealCOM mode, the Modbus gateway works in conjunction with the operating system
that has the RealCOM driver software installed. The RealCOM driver software maps the
serial port of the Modbus gateway to the local COM interface of the host, allowing the
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existing serial device software or communication modules on the host to be used directly
without modification.

The RealCOM driver software transparently transmits the data received by the virtual COM
interface on the host to the serial port of the Modbus gateway in TCP/IP format. The
Modbus gateway transparently transmits the data received from the serial port to the virtual
COM interface of the host in TCP/IP format.

The Modbus gateway supports three types of RealCOM protocols:

e RealCOM_MCP mode is compatible with Moxa's driver management software;
e RealCOM_CCP mode is compatible with Kanghai's serial port management tools;
e RealCOM_MW mode supports Come-Star's virtual serial port tool software.

Woarking Mode RealCOM_MW v
Keepalive Interval |10 i 1-5000)s
Keepalive Timeout 30 (1-55535)=

Figure 3-19 RealCOM function configuration
How to use Come-Star RealCOM:

1. Configure the Modbus gateway in WEB as RealCOM_MW mode;

2. Install and open the Come-Star virtual serial port management software;
3. Click on [Add Device] to pop up the add serial port mapping interface;
4

Click on [Scan], and the software will scan for Modbus gateway devices in the local area
network;

5. Select the corresponding Modbus gateway device based on the MAC address and IP
address;

6. Click on [Serial Port Mapping] and wait for the local virtual serial port to be created;

Comi ghar

™ 7]
AL AR L6 R [CREEET
B0 132,180, 30 250

CE TR [CRTEE

AddCOM | De

SEEEEEEE T
HEARREERT

Figure 3-20 Virtual Serial Port Management Software Creating Virtual Serial Port
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3.34

Connect the Modbus gateway's serial port to the real serial port on the host, and use a
serial port debugging tool to open both the virtual serial port created by the management
software and the real serial port on the host, allowing data to be sent back and forth for
testing.

Uk SECOM VE 131 Serlalibien dats debrgges Authon Tintie 261809000g e | = | 81 ||| | i sscomw

PORT - COM Sesngs  Display Send Dota Mk Suings - Toos - Helg

]

Coan

oy

oa:

ALkl

=01

| ElunrBstal GpuPilal] Sunfile| Stap [Clewrsen | ClawrButad opaarizs|] Bealili| Ebuy [ELenrfan
| Combn (008 FLTTA Firtual Sariad =]\ MIT0ww  Surabiata |1 BszsivedTafile 7 S0 [ | Conbon o083 WK 0T Sapres s = ]| HERShor _5use I Botal vedTsPiad [~ SandEE [
T s.m [ Bure Tins and Facks Grartiza [3 W1 Dytashs @ Cloaton|(h  Bers Sutving [ Sues Tine sl Tacke (007 B
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Figure 3-21 Serial Port Communication Test

Httpd Client Functions

GET fiovtest?1 23456789 HTTRVLL
Host: 192.168,16.120

Connection: keep-alive

Accept: =/

User-Agent: Mozilla's.0

Progma: no-coache

—

124456789
_—l

-

i—
ABCDEFC

—

HTTP 1.1 200 OK
Accept-Ranges: bytes
Cotent-Length: 7
Connection: keep-alive

ABCDEFG

Figure 3-22 HTTPD Client Mode Introduction

This function allows the Modbus gateway to submit data received from the serial port to the
HTTP server in HTTP format. If the HTTP server has data to send, the Modbus gateway will
pass the HTTP body data to the serial port.

Specific usage method:
1. Select "HTTPD Client" working mode;

2. Fillin the HTTPD address, which is the HTTP server address. It can be an IP address
or a domain name (must have the ability to connect to the external network);

Fill in the HTTPD port number;
4. The HTTPD method requires the correct URL path to be filled in, and select either the GET
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or POST method as needed;
5. The user fills in the HTTPD request header as needed;

6. Finally, click the configuration button to save the parameters.

‘Waorking Mode :_HT_E_*G Client L
5L Cryption [Closa v
Encryption Way | Cryplo_Mone "
Padding Way | Mone "

MTTPD Address (192 16630180

HTTRD Part 080 [i1~55535)

HTTPD Function :-I'IDI.I"_BE-‘I. GE‘I' v

Connection: kesp=alive
Aooept: ®f=
Dzer-Agant: MozillasB,. 0
Pragma: no-cache

HTTRPD Header

| i
Transmission Mode |__|:'3:55 ﬂ‘lfl.‘.!l.lglj

[ Configuration | Cancel |

Figure 3-23 Introduction to HTTPD Client Configuration

dm g @ sORBRE c==57T 23 Eaaan
Rleakerine iyl 5y

Tiss Sweres Dastisatios  Eratacel Leagth Isfu

Es.

= 14 3.979857 192.168.16.253 192.168.16.128 HTTP 189 GET flot/test?l2345678% HTTP/1.1

} 15 4.8e76Me  192.168.16.129 192,168.16.253 TP 279 8980 - 54217 [P5H, ACK] Seg-1 Ack-135 Win-g3248 L¢
16 4.80773%  1592.168.16.128 192.168.16.253 HTTP 61 HTTP/1.1 288 OK  (text/plain}

.[ 17 4.808374  192.168.16.253 192.168.16.120 TCP 68 54237 - 8880 [ACK] Seq=136 Ack=217 Win=1164 Len-8
18 4.008523  192.168.16.253 192.168.16. 120 TP 68 54237 -+ 8068 [ACK] Seq=136 Ack=724 Win=4157 Len=@

Accepi-Ranges: bytesirin

Content-Length: Thrin

Content-Type: text/plain; charset=utf-8Yrin
Etag: “gsbisu?\rin

Last-Modified: Thu, X9 Apr 2821 @9:16:38 GMT\rin
Server: Caddyiyrin

Date: Thu, 29 Apr 3821 B2:22:37 GMTYyrin

Arin

[HTTP response 171])

[Time since request: B.02B683888 seconds]

File Data: 7 bytes
# Line-based text data: texts/plain (1 lines)
ABCDEFG

G003 48 34 54 58 3F 31 Ze 31 20 32 I8 30 20 47 4b Bd HTTP/1.1 288 0K
ald Ba 41 63 63 65 T@ T4 2d 52 61 Be BT B5 T3 3a fecept- Ranges:

Figure 3-24 HTTPD Client Communication Wireshark Packet Capture Example
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3.3.5

WebSocket Client Function

This function allows the Modbus gateway to act as a WebSocket Client, transmitting data
received from the serial port in hexadecimal format to the WebSocket server, which can also
send data to the serial device at any time.

TisEs | WebSecket Client v

5L 7088 Bt v
EliEEOEse ]

hEAT | Crypto_None v
AR None M|
WebSocket ittt 1192 166 30 120 \
WebSocket BOS 8443 [1~65535)
WebSocket 7i% el |
WebSocket ping ‘ 120 1(0-255]5

|

Figure 3-25 Introduction to WebSocket Client Configuration
Specific usage method:
1. Select the working mode "WebSocket Client";

2. Fill in the WebSocket server address, which can be an IP address or a domain name
(needs to have the ability to connect to the external network);

Fill in the WebSocket server port number;
The WebSocket method requires the correct URL path to be filled in;

Users can choose the WebSocket Ping interval as needed, filling in 0 indicates that the
Ping function is not used;

6. Finally, click the configuration button to save the parameters.
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AdE 8 JERE fe=Hif iGEIEA888

| M [ip addz=ide wea 26, 253
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2558 14, 584744 192 168,316,253 192 168,161 TCP 6@ 54241 - Ba43 [ACK] Seqel Ack=1 Win=4388 Len=g
JeTa 14 GRLIPY 192 168 16 251 197 188 16.1M HTTR a0 GET fvlfwebsockatTast HTTRS1.1

FeT1 34685711 192 1c8.16.128 192.168.16.253 HTTP 4118 HTTP/1.1 18] Switching Protocols

JaT7 34,6845 152, 168.16.253 192.164.16. 174 TP 68 54241 = Ba43 [ACK] Seqe=296 Ack=358 Win=d4823 Len=8
3368 42,334997 1592.168.16,253 192.1648. 16,139 HebSockat 74 WebSacket Binary [FIN] [MASKED]

3363 42,334306 132.168.16,128 192.168. 16,253 TP 54 G443 + 54241 [ACK] Seq=3538 Ack=316 Win=64228 Len-@
4894 52. 280033 192.168.16.128 192.168.16.253 MebSocket BE WebSocket Text [FIN]

4095 52, 200E08 192.168.16.253 192.168.16.11 TP 6854241 - 8443 [ACK] Seq=316 Ack=300 Win=35991 Len=8

Frame 3368: 74 bytos on wire (592 bits), 74 bytes cagtured (532 bits) on interface @
Ethernat II, Src: Watanabe 3b:32:88 (B@:82:bF:3b:32:88), Dst: Asustekl 41:ed:9a (4cred:fb:dliel:da)
Internet Protocol Wersiom 4, Sec: 192, 168.14, 253, Dst: 192.168.16.128
Transmission Comtral Protocol, Sec Port: 54241, Ost Poet: B843, Seq: 196, Ack: 358, Len: 28
WebSocket
@ Data {14 bytes)
Data: 7V6562T36F63606574 2854657374

[Length: 14]
T dced fb 4l 21 Ja PO BRI b7 M I EECR OB AS B LA ;2 -E
B3 3c 08 Ic OB 98 FF 86 18 da cB a8 19 £d cB 8 £
U 18 TH d3 2] 28 fb B9 B8 1o 8 51 7o de 73 90 18 ® Qv 5P
aRkE BF b7 64 17 BB B0 BF B0 13 M 56 78 65 51 34 P d s xalll
Uil 74 57 3d Bd 6B 14 B2 1d Bl 48 o= F -

Figure 3-26 WebSocket Client communication Wireshark packet capture example

3.3.6 MQTT Function

This feature allows the Modbus gateway to act as an MQTT client, communicating with the
cloud platform server, and supports connections to two independent MQTT

cloud platforms. Data received via the serial port is sent to the MQTT server, and the MQTT
server can also forward messages back to the

serial port. (This requires that the device be connected to the internet.)
Let's use Come-Star Cloud as an example for the MQTT server:

* Platform selection: Come-Star Cloud.

* MQTT address: 120.202.25.215.

* MQTT port: 1883.

Other specific settings are shown in the figure below:
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MOTT Setting

Paltform

MOQTT Address

WOTT Part

QoS

MOTT Ping

Duata format

MQTT CLENT ID

MOQTT Usernams

MQTT Password

Subscribe Topic 1

Publish Topic 1

Subscribe Topic 2

Publish Topic 2

Ali Cloud
WHuaWei Cloud
ither Cloud

13717167
[1883

]
60

hvee

[7894561236548585

[XcTePqngBiWediXin

SOnebet OmeMets
®Comea-Star Cloud D Tencent Cloud
i1~85535)

(D= 255}

[By Numbers. |etters, _ = - and other characters)

[By Numbers, letters. _, #, - and other characters}

[4beB0312-0411-TT-B301-8  (By Numbers, fetters, _ +, - and other characters)

[thingsdaJ12jke4mmnWhg| = (By Numbers, letters, _ +, - and ather characters]

.l'lhlng;l'daJ‘IE]kM-nwnnE'l'ﬂ'rg ¥ By Murnbers, letters, _ +, - and other characters)

[isub2

Ipub2

= (By Murnbers, letters, _ +, - and other characters)

& [By Murmbers, lstters. _ +, - and other characters)

Diata Transmission

Configuration ||

Cancel |

Figure 3-27 MQTT configuration introduction

Then log in to the Come-Star cloud:

e Find our gateway device in device management, click in to connect.

F % g BB 4

S
R s gl i
]
RN
L
ELL®
L .
-
TR
PEEELE F
LT

Figure 3-28 Example of sending and receiving information on the MQTT Come-Star

cloud platform
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e Once connected, use a serial tool to open the corresponding serial port, then send
strings. Data can be normally sent and received between the Come-Star cloud server
and the serial port, confirming that the MQTT function is working properly.

[k S5COM V5.13.1 Serial/Net data debugger AuthorTintin, 2618058@qq.com
PORT COM Settings Display Send Data Mult_ Strings Tools Help

[09:52:24. 135]E +Cassnsasnsnsasnansaall
[09:52:55. 914 ]I #cococececocococrencooooon

I'.'lvlncrltt:.l DpanFila | Sand.f:i.luJ Stop |E:|.tIISl'I1l

u:muul-:uuﬁ YCH FCI Express-SERIA « | [T HEXShew  SaveData || BeceivedToFile [ SendHEX [
a 1 “"E“§¢ Hors ﬂntl:i.:n.gi [# Show Time and Facke OwerTine |2D I'M:ﬂﬂh ByiexTo

rEedint

J— HTE '— I}TF‘ BH'.I.d.B-Q{ EEDD | (LEAAOAALOEGADAGLEAE

AT S Essrons

i

SEND J

RE i EE

Figure3-29 MQTT Example of Message Exchange between Serial Port and Come-Star Cloud

3.3.7 JSON Function

First, the JSON function is only available in three working modes: WebSocket Client,
HTTPD Client, and MQTT Client.

The JSON function is a data reporting feature under the Modbus gateway mode. The serial
port can choose the Modbus or DLT645 protocol. This product acts as the master station,
collecting data information from slave devices, and then forming JSON format data to be sent
to the server.

3.3.71 JSON Up Send

Taking Modbus as the collection end and WebSocket
Client as the network end, for example: first configure
the serial port WebSocket Client parameters.

e WebSocket Address: 192.168.30.100 (i.e., the PC address of the WebSocket server).
e WebSocket Port : 8443.
e WebSocket Function: /v1.

54



COMc-STAR

www.come-star.com

Warking Mode WebSocket Cliant -

5L Cryption Close bl

Encryption Way Crypbn_N'cns L

Fadding Way None r

WebSocket Setti

WebSocket Address 192 168 30 100
WebSocket Part Bad3 [1~65535)
WebSocket Function |1

WebSocket ping 120 ~25%5)s

Figure 3-30 WebSocket Parameter Configuration Example
e Select Transmission Mode JSON: Then configure a JSON sending command.
e JSON Way: JSON Sending.
e JSON Poll Time: 1000ms (the polling interval time for the JSON command).
e JSON Timeout: 350ms.
e Timeout Dispose: No change on timeout.

JS0N Way JEON Up Send ”

JSOM Poll Time 1000 [0~B5535)ms

JSON Timeout 350 KL00-9998)ms

Time Out Dispose | Time Out No ﬁhanga v

Time Prefic

Index | Devicedddr| FuncCode |RegisterAddr|RegesterMum| DataType | JSON Name Unit Zoom | Offset| KeyValue | Operation
1 1 3 1 1 Unsigned Int|  json_narmy unit 10 0 |NoQuotatior

[ Cenfiguration Cancel

Figure 3-31 Example of JSON up send mode parameter configuration

Open the Modbus Slave software to simulate a slave device.

Verify that the serial port settings are configured correctly.
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Figure 3-32 Serial Port Parameter Configuration and Modbus Slave Software Configuration Example

Open a WebSocket server; here we are using WebSocketMan.exe

software. Configure the server parameters: mainly the listening IP address,

set to the IP address of the Modbus gateway device. Click to start listening.

At this point, a connection from the device side will be received, and communication will begin.

* WebsorketMan ws

58 [ Eou | 2T |
ERECECENTITETEN
R

162.168.30.102:33545

I 160, 30, 102 M

Since the JSON command we configured is to query the device with ID 1, check the value

T S
Ty WIS | el ke rd 513 7 aendil]
BEE: L] L ik
wi TRy P
RTE: . t Az | | 3
fidakindtd
& JE: 2002-12-03 130412

L9, 188, 30 102 YIS
THAESE D0 X M2 WCEITT 431 31 133003 IEIES 2D T IG (605 (BB LB E5TT 143 | 1756 E9TAZ T

e Wr: 2002-12-E3 13:34:13
152, 18830, 102, 335
TIABSETI0II 03T 00ETEL 431 31 TaITINFISTET 270 4T I6 05 BoB 16 BEZTT a1 31 T58 BATAZ e Td

[ 2002122 1314
192, 188, 30, 102! 1345
TSSO I IS I00E X7 471 31 1 XN VIR 006 T a5 M0 16 B2 T 471 31 TS BIT2 6T

Figure 3-33 WebSocket Server Configuration Example

at address 1 in the Modbus Slave software, which is 11.
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43 Modbus Slave - [Mbslavel] e |[=|[ ]
ﬁ File Edit Connutmn Smp Display View Wndow Help |:§'x

Dead& ™ | =28
D=1:F=03

MName 00000 MName

2

ololojlolo|loleolo|leo|e

Figure 3-34 Modbus Slave Address Value Example

Then open Wireshark software to capture packets and check the data sent from the device
to the WebSocket server: {Dec 20 2022-11:39:56,"json_name":11unit}, completing the
upload of the value at the corresponding address of the slave device in JSON format to the
server.

EE WL SO0 e D BA) D ) TE0y RIS
Amaow isBRAR Qe-=sam5TIDEaas

i.itmu LES. 3 100 wnd sebusckat
™ Tina [ — [—— Fratesal e

TeS7 13:38; 38, ATea11 152.168. 38,182 192.168. 30, 169 WebSocket 114 WebSocket Binary [FIN] [MASKED]
T787 13:28:31.568508 192.168.30. 182 192.168.30.109 MebSocker 114 WebSocker Binary [FIN] [MASKED]
TOLE 13: 2832677909 192.168. 30, 102 192.168. 30, 189 WebSocket 114 WebSocket Binary [FIN] [MASKED]
BOSE 13:28:33. 789190 192.168. 38, 182 192.168. 39. 180 MebSocket 114 WebSocket Binary [FIN] [MASKED]
B241 13;28; 34 B8HEL9) 192.168. 39,182 192.168.32. 109 WebSocket 114 WebSocket Binary [FIN] [MASKED]
8371 13:28:35.583561 192.168.39. 182 192.168. 30, 180 WebSocket 114 WebSocket Binary [FIN] [MASKED]
BA53 13:28: 37894572 192.168.38. 182 192.168. 39. 108 WebSocket 114 WebSocket Blnary [FIN] [MASKED]
B544 13:28:38. 198307 192.168. 18102 192.168. 39, 189 WebSocket 114 WebSocket Binary [FIN] [MASKED]
BAEA 13:28:30. 291158 192.168.130.102 192.168.19. 180 WebSocket 114 WebSocket Binary [FIN] [MASKID]
E714 13: 28: 40, 400 348 192.168. 39,102 192.168. 39, 109 WebSecket 114 WebSocket Binary [FIN] [MASKED]
8830 13:28:41.513265 192.168.30.102 192.168.30. 189 WebSccket 114 WebSocket Blinary [FIN] [MASKED]
B923 13:28:42.610648 192.168. 30,182 192.168. 38. 180 WebSocker 1148 WebSocket Binary [FIN] [MASKED]
SB55 13:28:43. 723193 192_168. 30182 192.168. 38. 100 WebSocket 114 WebSocket Binary [FIN] [MASKED]
9198 13: 3844 BRl600 192.188. 38,102 192.168. 39,180 WebSocket 114 WebSocket Binary [FIN] [MASKED]
G396 13:28:45.931568 192.168.30. 102 191.168.30. 109 Webfocket 114 WebSocket Binary [FIN] [MASKED]
9612 13:28: 47081753 192.168.39. 102 192.168.38. 100 WebSecket 114 WebSocket Blnary [FIN] [MASKED]
SH30 13:38:48. 141477 192_168.30. 182 192.168_30. 100 WebSocket 114 WebSocket Binary [FIN] [MASKED]
SOT1 13:28: 40 250086 192_168_10.102 197 168_18. 188 WebSocket 114 WebSocket Blinary [FIN] [MASKED]
18166 13: 28150, 346044 192.168. 30,102 192.168.30. 100 WebSocket 114 WebSocket Binary [FIN] [MASKED]

Internet Prﬂneu] "I'!I‘S].HI &, Src: 192.168.38. 182, Dst: 192. Iﬂ H 'IGB-
Transmission Control Protocol, Src Port: 33945, ODst Port: 8443, Seq: 1850, Ack: 358, Len: 48
» HebSocket

S0 ... = Reserved: PR
. BEIA = Opoode: Bimary (2)
lias saas = Mask: Trus
JB18 1018 = Payload length: 42
Masking-Key: 12345678
Masked paylosd
Payload
a Data (42 bytes)
Data: ThA6563R8123030323832332431 3132333923536 2 26a
[Length: a2]

Figure 3-35 Wireshark Packet Capture Example
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3.3.7.2 JSON Down Send
JSON Down Send Function:
e JSON Way: JSON Down Send

e Then configure a delivery instruction: device address is 1, function code is 6, and register

address is 5.

ISON Way JEON Down Send hd
Add
Index KeyWord Dievicefddr FuncCode RegisterAddr Operation
keywaord 1 ] 3 [Edit[Oeieis)

Configuration

Cancel

Figure 3-36 Example of JSON Down Send Parameter Configuration

e Then, on the WebSocket server side, modify the corresponding register value of the
slave device by using the delivery keyword plus value method. The delivery format is
keyword+colon+value+semicolon, as follows:

keyword: value;

For example: to change the value of the register address 5 of the slave device with device
address 1 to 1123, the command to be entered on the WebSocket server side should be

keyword:1123;

SR LIS B

®rd | gew [ AT

£V 18830 00 BRR1w i M
AR X el
192.164.30.102:33581

ARTR

keymord: 1123,

BYE 1
fENze

e i - 1

7513 Fomdntl [

":1 et Save '|w:. e
) fis Bt Cowmien
DER& = =c

[}

L

D=1F=03

e oo oo oo oo o]

Figure 3-37 Example of JSON Down Send Parameter Function Implementation

Note:

e The port numbers 22, 80, 443, 4500, 4800, 57050, 57051, 57052, 57850, and 57851 are already in

use by the system. Please do not reuse these port numbers when configuring.

e The device and the remote device must have the same baud rate, parity bit, data bits, and stop bits.

o |[f this device operates in UDP Client mode, the remote device must operate in UDP Server mode;
if this device operates in UDP Server mode, the remote device must operate in UDP Client mode;
if this device operates in TCP Client mode, the remote device must operate in TCP Server mode; if
this device operates in TCP Server mode, the remote device must operate in TCP Client mode.
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o If the operating mode of this device is UDP multicast mode, the same multicast address can only
be used once and is not allowed to be used in different serial port configurations.

e When long frame data needs to be frequently used or when there are high requirements for data
transmission, please adjust the baud rate and extend the sending interval appropriately to prevent
garbled characters or packet loss caused by slow serial port speed.

e When configuring the device, the user should ensure that the external serial devices stop sending
data to the Modbus gateway to avoid garbled characters.

e Due to the influence of the serial port rate, when Modbus data experiences a timeout, it is
important to configure an appropriate Modbus receive timeout on the web. Additionally, the read
timeout on the host computer should also be appropriately extended based on the baud rate.

e In the JSON Down Send feature, when the command code is 6, the valid input range is -32768 to
65535; values outside this range are considered invalid. When the command code is 5, it indicates
writing the coil status; the sent value must be 0 or 1, and any non-zero value will be treated as 1.

3.4 Serial port information

The serial port information module includes: serial port information and network connection
information.

The serial port information page is used to display the current connection information of the serial

port, as shown in Figure 3-38:

Modbus Gateway

(Internet explorer 7.0 or above i r

Device Info

Sevial Port No:  COM1 Sorial Port Status:

Serial Port Config BaudRate

Serial Port Info - — . :
ParityBit PackinglLength Packinglnterval
Network Address \one 100 100

Vork Mode Local Port Destination Address Destination Port
‘WebSocket Chent

Safety Management

System Info Sorial Port Shatess il W O
oo R = =
Sags 9600 8 1
mﬁ%h PackingLength Packinglnterval
Lecal Port Destination Address
e

Packinglnterval
100 100
Destination Address

DataBits

9600 8 1
PackangLength Paclonglnterval
100 100 =
Pageindex: Il :
Refresh

Figure 3-38 Serial port information page
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3.5

3.51

Network Address

The network address module includes: network protocol, IP address, subnet mask, default
gateway, and DNS address.

Network Address

The purpose of this function is to assign a specified IP address to the Modbus gateway.
The default IP address of the Modbus gateway when it leaves the factory is 192.168.16.253.

The network address configuration page is shown in Figure 3-39.

[Intemet expiorer /U OF aDOvVe 15N

Device Info

Serial Port Config Model - —

Serial Port Info

Route Network Adspter * ETH2 ETHL

Network Address

Safety Management Signal Mode AU v

System Info Network Protocol ® Static Address © DHCP
Log Management 1P Address 162 168.30.248

Alarm Management Netmaik 2552552550

Port Management Gateway 192,168 30 153
System Management L
Sagnal Mode
Network Protecol * Suatic Address | DHCP
IP Address 162 168 30 234
Netmak 255 255 2550
Gatensy 192168 30.1

The Preferred DNS 192 168 30242

The Secondery DNS 162168301

[ Configuration |[ Cancel

Figure 3-39 Network address interface
e Model: Select independent network or bridged mode.

+ Independent network: Two network cards are in mutually independent subnets;

+ Bridged mode: Two devices can be connected in series via an Ethernet cable. In this
case, only one external network cable needs to be connected to the first device, and
the subsequent devices can communicate (in cascade mode, the parameters
configured for the ETH2 network card are used).

e Routing network adapter: This option is only effective in a standalone subnet, routing
according to the specified network card configuration.

e Signal mode: This option is used to specify the network card speed.

e Network protocol: Choose static address or DHCP.

e |P address: An IP address is a 32-bit length address assigned to devices connected to
the Internet. The IP address consists of two fields: the network number field (net-id)
and the host number field (host-id).

e Netmask: The mask is a 32-bit number corresponding to an IP address, with some bits
being 1 and others being 0. The mask can divide the IP address into two parts: the
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subnet address and the host address. The part of the IP address corresponding to the
bits that are 1 in the mask is the subnet address, while the other bits are the host
address.

e Gateway: The default gateway in a host is usually referred to as the default route. The
default route is the route chosen by the device when no other route exists for the
destination address in the IP packet.

e DNS: The IP address of the DNS server. When a device uses a static IP address, the user
needs to fill in this information. If a specific DNS server is not used, the default gateway IP
address can generally be filled in.

Whenever the user modifies the address settings, they must click the [Configure] button to

submit to the Modbus gateway and switch to a waiting page as shown in Figure 3-40.

The device iz baing configured. Please do not power off ar perfarm other operations. Wait for a moment |

Figure 3-40 waiting interface after the user modifies the address

When the progress bar on the screen is complete, the Modbus gateway will restart the Web
server, and the user will need to log in again.

Note:

*  When entering the waiting page after configuring the IP, please do not turn off the power or perform
other operations to avoid failure in modifying the IP address.

*  The configured IP address and default gateway need to be in the same subnet.

e Ifthe device obtains the IP address using DHCP, after the device restarts, the user needs to use the
company's network management assistant to search for the device in order to accurately know the device's
new IP address.

3.6 Security Management

The safety management module is mainly used to configure parameters related to device
security.
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3.6.1

Device Info
W Pasuwoted

Serial Port Config

Username admir

T e}
i et Mew Passweord M cansists of 4-12 rembers o letter)

Network Address
Canfirr Mew Pasoaord M consists of 4-12 mumbers or letters)
Safety Management — —
- Configuraon | Cancel |
System Info
Lo Management Brpess Setting
Alarm Management Web Setting # Enable ODisable
Port Managemont Ssh Setting ¥ Enable U Disable
System Management Telnet Setting ® Enable - Disable

Hittgs Setting Enable ®Disable

Filter Address Enable ®Disable

Default Access Permission ® Enable © Disable

Shate Modle 1P Address. Subnet Mask MAC Address
S MAC 162968.5.1 2552553550 1222334455858
P MAC T2 8811 A SN 3AE [FFFEETIEErT]
“[PMAC 116811 256 755 2550 122045556
P MAC 192 168..1 255 7552950 122233445588
P MAC T2 18811 355,755 3560 1233445505
S WAL 182 168.1.1 [BB5 2553550 122233443555
P MAaC 192 188 1.1 A a5 2950 122333448505

Figure 3-41 Safety Management Interface

User Password

The Web server of this Modbus gateway provides three different levels of user access.

e The first type is a visitor, who can only view the various current configurations of the
Modbus gateway but cannot modify them. The username and password are both
"none" and cannot be changed;

e The second type is a regular user, who can configure the various functional parameters of
the Modbus gateway. The username is "admin," which cannot be changed, and the initial
password is "admin," which can be modified on this page;

e The third type is an administrator, who has the highest privileges. If a regular user forgets
their password, the administrator can log in and change the local password. The
username is fixed as "admin," and the password is the last six digits of the local eth2
network card's MAC address.

(If you do not know the local MAC address, you can first log in as a visitor to check.)

The login password must consist of valid characters, including 4-12 letters (case-sensitive),
numbers, and special symbols. When changing the password, it must be entered twice to
ensure both entries match.
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The page is shown in Figure 3-
42.

Canfrrm Mew Passwsond B cormrts of 4-11 numberny or lethers|

Configuraton ancal

Figure 3-42 User password interface

e Username: The local username is fixed as "admin" and cannot be changed.

e New Password: Set the user password for this group, consisting of 4-12 letters (case-
sensitive), numbers, and special characters.

e  Confirm New Password Confirm: Re-enter the password to prevent input errors.

3.6.2 Access Control

In the access control bar, you can configure whether the web, ssh, and telnet consoles are
enabled. By default, the web function is enabled, and the https option is used to configure
whether the web supports the https function, and it takes effect when the web function is
enabled. Serial port, ssh, telnet console login account: user login password: user@123

The serial port, SSH, and Telnet console can only modify basic network parameters, as well
as the account passwords for the serial port, SSH, and Telnet console. After modifying the
console parameters, the command line must execute the reboot command for the changes
to take effect. The console command list page is shown in Figure 3-43.

CLI= ?
?

help
history
clear
quit
demo
passwd

bridge
combo
eth main
eth
console
safe
reboot
factory

cLi=

Synonym for 'help'.
Display this text.
List history command.
Clear the screen display.
Quit using CLI.
CLI demo.
modify user password.
display device config
set/get bridge state.
set/get eth combo.
set/get eth main index.
eth state.
console.
J firewall.
em reboot.

ore factory configuration parameters.

Figure 3-43 Serial Port, Telnet, SSH Console CLI Interface

63



COMc-STAR

www.come-star.com

3.6.3 Filter Settings

The address filtering bar is used to configure whether to implement network access permission

control.
b BR @zF
BRAISENERT ®©=mCzR
HE =i |P $stit FEES MAC HEHHFES XXHXKXDOERKNK)

1P MAC 192.168.1.1 255 255 255.0 12:22:33:44:55:66
1P MAC 192.163.1.1 255 255 2550 12:22:33:44:55:66
1P MAC 192.168.1.1 255 255 255 0 12:22:33:44:55:66
1P MAC 192.168.1.1 255 255 2550 12:22:33:44:55:66
1P MAC 192.1_68.1.1 255 255 255 0 12:22:33:44:55:66
1P MAC 192.168.1.1 255 255 255.0 12:22:33:44°55.66
1P MAC 192.168.1.1 255 255 2550 12:22:33:44:55:66
1P MAC 192.168.1.1 255 255 255.0 12:22:33:44:55:66
1P MAC 192.168.1.1 255 255 2550 12:22:33:44:55:66
1P MAC 192.163.1.1 255 255 2550 12:22:33:44:55:66
1P MAC 192.168.1.1 255 255 255 0 12:22:33:44:55:66
1P MAC 192.168.1.1 255 255 255 0 12:22:33:44:55:66
1P MAC 192.168.1.1 255 255 255 0 12:22:33:44:55:66
1P MAC 192.168.1.1 256.255.255.0 12:22:33:44:55:66
1P MAC 192.168.1.1 255 255 2550 12:22:33:44:55:66
1P MAC 192.168.1.1 255 255 255.0 12:22:33:44:55:66

| BE 1| A |

3.7 System Information

The system information page can configure the device's model, name, and number, as shown
in Figure 3-44.

Davice Type Maxizate300-00455 | By Numibers. lethers. _, +, - and other chaescters)

Lo
i

Serial Port Info
Do P managed_osw By Wurnbery lettern _ +, - and ather charsceni

Metwork Addrecs T
Tipsics Farnily 133402 GE20000

Salety Managoemwent

System Info
[ Confguration || Carcal
Log Management

Figure 3-44 System information interface

Desice [0 COO00000 1 S55sE

e Device Type: Users can customize the model of the Modbus gateway.
e Device Name: Users can customize the name of the Modbus gateway.
e Device Family: Manufacturer platform name, user cannot configure.
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e Device ID: Modbus gateway factory number, user cannot configure.

Log Management

This page manages user information for the Modbus gateway's operation logs, including local
storage, network storage, and serial port log output, as shown in the figure 3-45.

F (00| i x| &

A R
fmr 152.760.30.140
T J999  (1-6553%)

WL A

o Rl

2B
i

II
]
I
]
o
L]
W
g T
¥

Figure 3-45 Log Management

Local Storage: This feature is used to save key information from the operation logs of
the Modbus gateway internally on the device. When local logging is enabled, clicking the
[Export] button will download the local logs in text format to the PC. If local logging is
disabled, the local logs cannot be exported. Since local storage logs frequently overwrite
the internal storage chip of the Modbus gateway, it is advisable not to enable the local
storage function unless necessary.

Network Storage: This function is used to transmit the operation logs of the Modbus
gateway to a remote UDP server via UDP. Users need to specify the IP address and
remote port of the remote UDP server.

Serial port log output: This function is used to output the operation log of the Modbus

gateway to a specified serial port. Users can select a serial port number from the drop-

down menu. Once a certain serial port is selected as the log output port, other

transparent transmission or Modbus functions of that port will be disabled.

3.9 Alarm Management

This page can configure mailbox alarms and SNMP alarms, as shown in page 3-46.
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Device Info
Sender Brrad salting

Setial Port Config PR e

-
Safety Management Recerver E-mail address

Receiver Emad addrliPrimany recipient)
Aecesver Emad addr2i0ptional)
Receveer Emal addr3(Opticnal)
Receiver Emad addrd(Optional)

Recedver Emad addrSiOptional)

System Management

SMMP Eetting
Enable SHMP Enable * Disabled
SHMP Verson vi v
locatian |HuEshan {Length 1-31 bytes including numbers letters and.- )
contact e 2 BITDAE. COM {Length 1-31 bytes inchsding numbers letters and.- @7
SHMP Senver Address |TH2165 30 230 Wel sddress or 1P address)
riad commemunity pubIc {Length 1-31 brytes includimg numbers letters and.-_)
werite parmmunity nnvale {Length 1-31 bytes including numbers letters and.-_)
LiserMama {Length 1-15 bytes including numbers letbers)
SecurityLevel WoausGPIy ¥
Authalganbm mas v

Figure 3-46 Alarm Management Interface

e Sender Email Settings: This section is used to configure parameters such as the sending
server, sender email, authorization code, etc.

e Receiver Email Address: This section is for filling in the recipient email list, and alarm
events will be sent to the emails in the recipient list.

e SNMP Settings: This section is used to configure whether to enable SNMP functionality,
SNMP version, device installation address, contact information of the device maintainer,
SNMP server address, read-only community name, write community name, and other
parameters.

e Alarm Event Settings: This section is used to configure whether to enable device
reboot alarms, device web login alarms, device parameter configuration change alarms,
and administrator password change alarms. When the email function is filled in,
notifications will be sent to the specified email; when SNMP functionality is enabled,
notifications will be sent to the specified SNMP server.

3.10 Port Management

This page allows for rebooting the specified serial port of the Modbus gateway, as

shown in Figure 3-47.
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3.11

Device Info

Sarial reset

Serlal Part Config Sarlal Num. Sevial revet

Serial Port Info

z
a
remino. | :
Log Management
a

System Managemenl

Figure 3-47 Port management interface

Check the corresponding serial port, click "Apply" to restart the corresponding serial port.

System Management

This page allows for some system operations on the Modbus gateway, including
rebooting, restoring factory settings, and upgrading. Users are advised to use
these functions with caution, as improper operation may damage the Modbus

gateway.
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e Device Restart: This function is used for the software restart of the Modbus gateway. The
device will not function and cannot forward any data packets until the Modbus gateway
has successfully restarted completely. This restart is different from a hardware reset that
occurs when power is cycled; it is merely a reset of the Modbus gateway's system
software, similar to a "hot reboot" in the Windows operating system. The main benefit of
this function is that it provides a way to remotely restart the Modbus gateway. As long as
the user can remotely access the Modbus gateway, they can restart it remotely. Click the
[Start] button, and a prompt box will pop up as shown in Figure 3-49. Click [OK] to be
redirected to the waiting page. Once the progress bar on the page completes, the
Modbus gateway restart will be finished.

192.168.30.101 says

Warning:

he system will restart!

Please confirm whether to do this operation?

Figure 3-49 Warning message of device restart

e Factory Reset of the Device: This function is used to restore the Modbus gateway to its
factory settings, while automatically rebooting the Modbus gateway. The Modbus
gateway will not function and cannot forward any data packets until it successfully
reboots. This function allows users to restore the factory default configuration values
when incorrect parameters have been set, causing the Modbus gateway to operate
abnormally. On the right side, there is an option to "Keep Current IP Address." When
checked, the current IP address will be retained; if unchecked, the IP address will also be
restored to the factory default address: 192.168.16.253. Click the [Start] button, and a
prompt box will appear, as shown in Figure 3-50. Click [OK] to proceed to the waiting
page. Once the progress bar on the page completes, the Modbus gateway will have
successfully restored its factory configuration.
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192.168.30.101 says

Waming:

3

Restoring the factory configuration will cause the previous
configuration of the device to be overwritten,
If it's not checked

Keep the current IP address

The IP address is restored to the device's factory default
address of 192.168.16.253

Please confirm whether to do this operation?

“ I?I I-l "- E

Figure 3-50 The warning message of restoring the factory configuration of the device

e Device Upgrade: This function is used for a system upgrade of the Modbus gateway
software. Users can obtain the upgrade program for the Modbus gateway via email or
the company's website. Please pay attention to the compatibility of the device model and
version; using an incompatible upgrade program will result in a failed upgrade. After
obtaining the upgrade program, the user should click the [Browse] button to select the
upgrade program, then click the [Start] button. A prompt box will pop up, as shown in
Figure 3-51. Click [OK] to proceed to the waiting page. Once the progress bar on the
page completes, the Modbus gateway software upgrade will be finished.

192.168.30.101 says

Warning:

Please do not cut off the power supply of the device or the
network connection between the device during the firmware
upgrade.

Please confirm whether to do this operation?

Figure 3-51 Warning message for device system upgrade

e Certificate Status: This function is used to upload the authentication certificate for
establishing a connection with the Modbus gateway, and a total of 2 can be uploaded
(Cgate3202) or 4 (Cgate3204) or 8 (Cgate3208) certificate options.

e No Data Device Restart: This function is used for the Modbus gateway to automatically
restart when there is no data transmission on the network port or serial port for an
extended period. After enabling this function, the no data time setting range is 60 to
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65535 seconds. When disabled, this function will not take effect.

e NTP Time Synchronization: This feature allows the Modbus gateway to synchronize
time information with an NTP server. Users must specify the IP address or domain name
of the NTP server and select the local time zone from the drop-down menu.

e Backup Configuration File: This feature is used to back up the device’s configuration
parameters.

e Restore Configuration File: This feature is used to import the device’s configuration
parameters. The import file can be obtained from the backup configuration files.
Checking the box to “Keep Current IP Address” will prevent changes to the device’s
network parameters; all other parameters will be updated to match those in the imported
configuration file.

Note:

* Restoring factory settings will cause all configured states to revert to their original factory state. If you
want to keep the IP address, please check the box on the right that says "Keep current IP address";
otherwise, the IP address will also revert to the default configuration of 192.168.16.253.

e Do not upgrade the device casually. When an upgrade is necessary, you must ensure that the
upgrade file is correct; otherwise, it may damage the device's software, leading to Modbus gateway
failure.

* Please do not operate the Modbus gateway during the upgrade process. Do not click on the Modbus
gateway web page. If an accidental operation causes the upgrade to be interrupted, please restart
the Modbus gateway and try again.

* The entire upgrade process must not be interrupted by a power outage, as this may cause
permanent damage to the Modbus gateway. If a power outage occurs during the upgrade, please
immediately send the product to our company for possible solutions.

*  When setting the no-data device restart parameters, avoid using Google Chrome version 68, as this
may cause the configuration page to become unresponsive.

e The restore configuration function will retain the original configuration's device number, device name,
MAC address, and other fixed parameters of the device.
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4  Principles Overview

4.1 Modbus communication principle

The Modbus protocol is a client/server application layer protocol that follows the process below
during communication:

e The client sends a request to the server.
e The server analyzes and processes client requests and sends results.
e Ifan error occurs, the server returns an exception code.

The message data field sent by the client to the server includes additional information, which
the server uses to perform operations defined by the function code. If there are no errors
related to the requested Modbus function in a correctly received Modbus ADU, the response
data sent to the client includes the requested data; if there are errors related to the requested
Modbus function, the field includes an exception code, which the server application can use
to determine the next operation.

e Processing without errors: The host issues a data request, and after the slave receives
the request and successfully verifies the checksum, it indicates that processing is error-
free, and the operation defined by the function code is executed.

Client Server

Start Request
9 \ Perform Action:
I

Start Response-

Func Code | DataRequest.

——

| ——

Receive Response.

Opcode Data Response.

Figure 4-1 Modbus Normal Communication Diagram

e Processing during an exception response: The host sends a data request, and after the
slave receives the request and fails to verify the checksum, it indicates that there was an
error in transmission. It returns the error code and exception code.
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Client Server

Start Request«
S _\_\\ Error Detected.

i = Start Error Response-
e |

T /

Figure 4-2 Modbus Exception Communication Diagram

4.2 Transmission Mode

421 Modbus RTU Mode

In RTU mode for Modbus serial link communication, each 8-bit byte in the message contains
two 4-bit hexadecimal characters.

Main advantages: Higher data density, with a higher throughput compared to ASCII code mode
at the same baud rate, allowing for the transmission of more data. The interoperability between
Modbus devices requires that each device has the same mode, either RTU or ASCII code, with
the default setting being RTU mode. RTU message frame:

frame 1 frame 2 frame= 3
e : - e - == e
"ﬂ =1 -~ = # -\.
1 i : i :"'-_“"'-': :
! L — | at least 3.5 char!
e
at least 3.5 char at least 3.5char at least 4.5 char

Modbus Message:

A

L d

start end

*3.5 char & bit- Bbit - N*8 bit= 16 bits e =3.5char

Data »

Figure 4-3 Modbus RTU Message Frame
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4.2.2

Modbus ASCII Mode

When the devices on the Modbus serial link are configured to communicate using ASCII
mode, each 8-bit byte in the message is represented by two ASCII

Character transmission. This mode is used when the communication link

or device cannot meet the timing management of the RTU mode.

Advantage: The time interval for character transmission can reach 1
second without errors.

Disadvantage: This mode is less efficient than RTU because one byte requires two characters.

ASCII code message frame:

Start- address. Lchmde Data- LRC. End-
1chars 2 chare | 2 chare O2*252 chare | 2 chars 2 char CR,LF+

Figure 4-4 ASCIlI message frame
RTU and ASCIlI mode comparison:

Comparison of Modbus RTU and ASCIl modes:

Mode RTU ASCII

8-bit binary Hexadecimal

Coding System Each ASCII character in the data | Each ASCII character in the data
contains 2 hexadecimal characters | contains 1 hexadecimal characters

1 starting position 1 starting position
8 data bits 8 data bits
Number of bits per Odd/Even Parity Check 1 Bit
byte Parity Check None

If there is a parity check, there is 1 stop bit

If there is no parity check, there are 2 stop bits

Error Checking CRC LRC
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4.2.3

Modbus TCP Mode

The Modbus protocol defines a simple protocol data unit (PDU) that is independent of the
underlying communication layer. Modbus protocol mapping can introduce some additional fields
on the application data unit (ADU) for specific buses or networks.

ADU-

-+ >
e oo [
- >

PDU+

Figure 4-5 General Modbus frame

The client initiating the Modbus transaction establishes the Modbus Application Protocol Data
Unit. This function code indicates to the server which operation to perform. The Modbus
Application Protocol Data Unit over TCP/IP: describes the encapsulation of Modbus requests or
responses occurring in the Modbus TCP/IP network.

Modbus Request/Response over TCP/IP:

- >
MODBUS TCPIP ADU

MBAP header Func Code Date

< >
PDU

Figure 4-6 Modbus request/response over TCP/IP

A dedicated message header is used to identify the Modbus Application Protocol Data Unit over
TCP/IP. This message header is referred to as the MBAP header (Modbus Application Protocol
header). This header provides some differences compared to the Modbus RTU Application
Protocol Data Unit used on serial links:

e The single byte unit identifier in the MBAP header replaces the Modbus slave address field
typically used on Modbus serial links. This unit identifier is used for communication with
devices that support multiple independent Modbus terminal units using a single IP address,
such as bridges, routers, and gateways.
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All Modbus requests and responses are designed in a way that allows the receiver to
verify the completion of the message. For function codes with a fixed length in the
Modbus PDU, the function code alone is sufficient. For function codes that carry
variable data in the request or response, the data field includes the byte count.

When carrying Modbus over TCP, even if the message is divided into multiple packets
for transmission, additional length information is carried in the MBAP header so that the
receiver can identify the message boundaries. The existence of explicit and implicit
length rules, along with the use of the CRC-32 error check code, will result in minimal
undetected interference in the request or response messages.

MBAP Header Description
The MBAP header includes the following fields:

Domain Degree Description Client Server
. MODBUS ) Server from the
Transaction | 2bytes | 1oquest/response Client startup received request
|dentifier transaction identifier Recopy
Identification code
i Server from the
Protocol 2 bytes | 0=MODBUSProtocol Client startup received request
identifier
Recopy
Length 2 bytes | The number of bytes Client startup Server (Response)
below (request) Startup
) . Connected via serial link| _ . Server from the
Unit Identifier| 1byte | o other bus Client startup received request
The identification code of Recopy
the remote slave station

The message header is 7 bytes:

Transaction Identifier: Used for pairing transactions. In the response, the Modbus server
copies the transaction identifier from the request.

Protocol Identifier: Used for multiplexing within the system. Identified by the value 0 for the
Modbus protocol.

Length: The length field is the byte count of the next field, including the unit identifier and
data field.

Unit Identifier: Used for routing within the system, this field is specifically for
communication between the Modbus or Modbus+ serial link slave and the gateway over
Ethernet TCP-IP networks. The Modbus client sets this field in the request, and the
server must return this field with the same value in the response.
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4.3 Modbus Basic Architecture Diagram

Sensor Flow Meters Drivers ModbusRTIWASCH Slave

Figure 4-7 Modbus Basic Architecture Diagram Slave Mode
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ModbusRTUWASCI
Master

Ethernet

ModbusTCP Slave

Figure 4-8 Modbus Basic Architecture Diagram Master Mode
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4.4 Modbus Parameter Settings

4.4.1 Initial delay

When the Modbus gateway device is powered on, it delays for a period before starting Modbus. This
function is designed to accommodate scenarios where the slave device has a long startup time. To
avoid sending a request message before the slave has completed initialization, the gateway sets an
initialization delay time to determine when it can send the first request frame.

4.4.2 Modbus TCP Exception

This parameter is used in Modbus monitoring software to check for any Modbus TCP
communication anomalies. If the data returned by the slave is abnormal or the ID address is
incorrect, the gateway will assemble a message to notify the master station of the
communication anomaly.

4.4.3 Modbus Reponse Timeout

Modbus is a master-slave protocol, where the master requires a response timeout when
accessing the slave. This timeout is referred to as the "Modbus receive timeout" of the
gateway. This parameter exists between steps 2 and 3 in the figure below. After the gateway
forwards the request to the slave device, if no response is received within this parameter time,
it is considered a timeout response, and an exception response message is sent back to the
master device.

: @ Ask

Master:

@ Ask. 3

Slave~

@ Respond @Hespnndd

Figure 4-9 Modbus communication process

444 Interval Time

In an RTU frame, the time interval between this frame and the next frame is the character
interval time. In some customer sites, the serial port does not have FIFO buffering, which
does not meet the timing standards of the Modbus protocol. However, the character interval
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time can be defined by the customer to accommodate older devices with poor timing
requirements.

4.4.5 Frame Interval Delay

The time interval between the current RTU response and the next RTU request is set to Oms
by default. This function is designed to prevent the slave device from being unable to quickly
process RTU requests, allowing for a time interval that gives the RTU slave device sufficient
time to handle the request.

I

N Requests(D M Responsed)

N+1 Requesis (@ N+1 Response @

I

= frame delay time &
Ty
M+l MN+1
N Requests & M Response (@) Requests @ Response (@

I

Figure 4-10 Modbus communication process

4.4.6 Slave Address Mapping

The Modbus protocol stipulates that all slave devices must have a unique ID number (1~247).
This ID number is used to identify the slave address in response to requests from the master
device. The Modbus device ID number is set by the manufacturer.

Slave Station ID Mapping: Each slave device has 2 ID addresses, namely the virtual 1D
address and the real ID address. The real ID exists in the slave device, and other devices
access the slave device directly through the real ID. The virtual ID exists in the gateway and
serves as the unique access address for the slave device in the gateway, allowing other
devices to indirectly access the slave device through the virtual ID.

ID Message Processing Flow:

e (1) The master station device uses a virtual ID to access the gateway;
e (2) The gateway converts the virtual ID into a real ID to access the slave station device;
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e (3) The slave station device responds using the real ID;
e (4 The gateway converts the real ID back into a virtual ID to send the response.

Virtual 1D Real 1D

~ @ Ask @ Aske *

Master: Slave«

@ Respond @ Respond:

Figure 4-11 ID mapping

The gateway implements the function of ID mapping by setting the ID range and ID offset,
with the ID range starting from the slave's starting ID to the slave's ending ID. Only channels
with a slave mode type can establish mapping, including serial port slaves (RTU Slave or
ASCII Slave) and TCP Slave. The relationship of the Slave ID mapping table is Virtual ID + ID
Offset = Real ID, where the ranges of Virtual ID and Real ID are both 1~247.

The gateway implements the function of ID mapping by setting the ID range and ID offset,
with the ID range starting from the slave's starting ID to the slave's ending ID. Only channels
with a slave mode type can establish mapping, including serial port slaves (RTU Slave or
ASCII Slave) and TCP Slave. The relationship of the Slave ID mapping table is Virtual ID + ID
Offset = Real ID, where the ranges of Virtual ID and Real ID are both 1~247.

80



COMc-STAR

www.come-star.com

5.1

5.2

5.3

Maintenance and Service

From the date of product shipment, COME-STAR COMMUNICATION (WUHAN) CO., LTD.
provides a five-year product warranty. According to the product specifications of COME-
STAR COMMUNICATION (WUHAN) CO., LTD., during the warranty period, if the product
has any faults or operational failures, COME-STAR COMMUNICATION (WUHAN) CO., LTD.
will repair or replace the product free of charge for the user. However, this commitment does
not cover damages caused by improper use, accidents, natural disasters, incorrect operation,
or improper installation. To ensure consumers benefit from the series of products from COME
-STAR COMMUNICATION (WUHAN) CO., LTD., assistance and problem resolution can be
obtained through the following methods:

e Internet Service

e  Technical Support Phone Service
e Product Repair or Replacement

Internet Service

You can find more useful information and usage tips on the COME-STAR
COMMUNICATION (WUHAN) CO., LTD. website.

Technical Support Phone Service

Users of COME-STAR COMMUNICATION (WUHAN) CO., LTD. products can call the
technical support office of COME-STAR COMMUNICATION (WUHAN) CO., LTD. where
professional technical engineers will communicate with you to help resolve any product usage
issues you encounter as quickly as possible.

Product Repair or Replacement

For product repairs, replacements, or returns, according to the procedures of COME-STAR
COMMUNICATION (WUHAN) CO., LTD., you should first confirm with the technical
personnel of COME-STAR COMMUNICATION (WUHAN) CO., LTD., and then negotiate with
the sales personnel of COME-STAR COMMUNICATION (WUHAN) CO., LTD. to complete
the product repair, replacement, or return.
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